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Preface
Copyright

No part of this publication may be reproduced, stored in a retrieval system, or
transmitted in any form or by any means, electronic, mechanical, photo-static, recording
or otherwise, without the prior written consent of the manufacturer.

Trademarks

All products and trade names used in this document are trademarks or registered
trademarks of their respective holders.

Changes

The material in this document is for information purposes only and is subject to change
without notice.

Warning

1. A shielded-type power cord is required in order to meet FCC emission limits and also

to prevent interference to the nearby radio and television reception. It is essential

that only the supplied power cord be used.

Use only shielded cables to connect I/0 devices to this equipment.

. You are cautioned that changes or modifications not expressly approved by the
party responsible for compliance could void your authority to operate the equipment.

w N

Disclaimer

AIC® shall not be liable for technical or editorial errors or omissions contained herein.
The information provided is provided "as is" without warranty of any kind. To the extent
permitted by law, neither AIC® or its affiliates, subcontractors or suppliers will be liable
for incidental, special or consequential damages including downtime cost; lost profits;
damages relating to the procurement of substitute products or services; or damages
for loss of data, or software restoration. The information in this document is subject to
change without notice.

Instruction Symbols

Special attention should be given to the instruction symbols below.

’D NOTE This symbol |nd.|cates that there is an explanatory or
supplementary instruction.

This symbol denotes possible hardware impairment. Upmost

& CAUTION precaution must be taken to prevent serious hardware damage.

This symbol serves as a warning alert for potential body
o WARNING injury. The user may suffer possible injury from disregard or
lack of attention.



Safety Instructions

Before getting started, please read the following important cautions:

All cautions and warnings on the equipment or in the manuals should be noted.

Most electronic components are sensitive to electrical static discharge. Therefore, be
sure to ground yourself at all times when installing the internal components.

Use a grounding wrist strap and place all electronic components in static-shielded
devices. Grounding wrist straps can be purchased in any electronic supply store.

Be sure to turn off the power and then disconnect the power cords from your system
before performing any installation or servicing. A sudden surge of power could damage
sensitive electronic components.

Do not open the system'’s top cover. If opening the cover for maintenance is a must, only
a trained technician should do so. Integrated circuits on computer boards are sensitive
to static electricity. Before handling a board or integrated circuit, touch an unpainted
portion of the system unit chassis for a few seconds. This will help to discharge any
static electricity on your body.

Place this equipment on a stable surface when install. A drop or fall could cause injury.
Please keep this equipment away from humidity.

Carefully mount the equipment into the rack, in such manner, that it won't be hazardous
due to uneven mechanical loading.

This equipment is to be installed for operation in an environment with maximum
ambient temperature below 35°C.

The openings on the enclosure are for air convection to protect the equipment from
overheating. DO NOT COVER THE OPENINGS.

Never pour any liquid into ventilation openings. This could cause fire or electrical shock.
Make sure the voltage of the power source is within the specification on the label when
connecting the equipment to the power outlet. The current load and output power of
loads shall be within the specification.

This equipment must be connected to reliable grounding before using. Pay special
attention to power supplied other than direct connections, e.g. using of power strips.
Place the power cord out of the way of foot traffic. Do not place anything over the
power cord. The power cord must be rated for the product, voltage and current marked
on the product’s electrical ratings label. The voltage and current rating of the cord
should be greater than the voltage and current rating marked on the product.

If the equipment is not used for a long time, disconnect the equipment from mains to
avoid being damaged by transient over-voltage.

Never open the equipment. For safety reasons, only qualified service personnel should
open the equipment.



+ If one of the following situations arise, the equipment should be checked by service
personnel:

Noasrwdh =

The power cord or plug is damaged.

Liquid has penetrated the equipment.

The equipment has been exposed to moisture.

The equipment does not work well or will not work according to its user manual.
The equipment has been dropped and/or damaged.

The equipment has obvious signs of breakage.

Please disconnect this equipment from the AC outlet before cleaning. Do not

use liquid or detergent for cleaning. The use of a moisture sheet or cloth is
recommended for cleaning.

* Module and drive bays must not be empty! They must have a dummy cover.

A

A

CAUTION
The equipment intended for installation should be placed in Restricted Access Location.

CAUTION
This unit may have more than one power supply. Disconnect all power sources before

maintenance to avoid electric shock.



About This Manual

Thank you for selecting and purchasing J4108-01-35X.

This user's manual is provided for professional technicians to perform easy hardware
setup, basic system configurations, and quick software startup. This document pellucidly
presents a brief overview of the product design, device installation, and firmware settings
for J4108-01-35X. For the latest version of this user's manual, please refer to the AIC®
website: https://www.aicipc.com/en/productdetail/40912.

Chapter 1 Product Features

J4108-01-35X is an ideal SAS JBOD that is specifically designed to accommodate diverse
corporations and enterprises who pursue flexibility, easy control, and density in external or
backup storage. This product supports hot swap designs and is easily deployed for your
benefit.

Chapter 2 Hardware Setup

This chapter displays an easy installation guide for assembling the main components of
the JBOD. Utmost caution for proceeding to set up the hardware is highly advised. Do not
endanger yourself by placing the device in an unstable environment. The consequences for
negligent actions may be extremely severe.

Chapter 3 Sub-system Configuration Setup

This chapter provides details about the supported features and unsupported configurations
about your host(s) and expander controller connection.

Chapter 4 BMC Configuration Settings

This chapter illustrates the diverse functions of IPMI BMC, including the details on logging
into the web page and assorted definitions. These descriptions are helpful in configuring
various functions through Web GUI without entering the BIOS setup.

Chapter 5 Technical Support

For more information or suggestion, please contact the nearest AIC® corporation
representative in your district or visit the AIC® website: http://www.aicipc.com/en/index. It
is our greatest honor to provide the best service for our customers.


https://www.aicipc.com/en/productdetail/40912
http://www.aicipc.com/en/index

Chapter 1. Product Features

J4108-01-35X is a high performance JBOD product that includes 108 x 3.5" hot swap
drive bays and single/dual expander module(s). For more information about our
product, please visit our website at http://www.aicipc.com/en/index.

Before removing the subsystem from the shipping carton, visually inspect the physical
condition of the shipping carton. Exterior damage to the shipping carton may indicate
that the contents of the carton are damaged. If any damage is found, do not remove
the components; contact the dealer where the subsystem was purchased for further

instructions. Before continuing, first unpack the subsystem and verify that the number
of components in the shipping carton is accurate and in good condition.

1.1 Box Contents

This product contains the components listed below.
Please confirm the number and the condition of the components before installation.

+ Enclosure
(includes power supply, fan
& hard disk drive tray)
+  Power cord (vary per region)
+ Rear handle (uninstalled)

Slide rail x 1 set

PACKAGE CONTENT MAY VARY PER REGION.



http://www.aicipc.com/en/index

1.2 Specifications

Chapter 1. Product Features

II\Elumb(zr i Single/Dual (Pt
PSRRI AC Input 200-240Vac , 50/60Hz, 15A (2000W)
General Expander Chip = Broadcom SAS35X48 Titanium:
200-240Vac , 50/60Hz, 10A (2000W)
Host/Expansion 4 x Mini SAS HD (SFF-8644) Electrical and
Interface pefexpandsrmodule Environmental = operating « Temperature : 0°C to 35°C
+ 12Gb & 6Gb SAS if using dual expanders Environment * Relative humidity : 20% to 80 %
Drives Drive Interface * 12Gb & 6Gb SAS/SATAIf using single .
expander Non-operating * Temperature : -20°C to 60° C
Supported P - ) o
Environment « Relative humidity : 10% to 90 %
Form Factor 3.5”
- mm : 434 x 1050 x 176
Admin/Firmware | « In-band Dimensi 434 x 1273 x 176 (with CMA )
Administration UPgrade * |EM port vlvmegsm:{s
/Management | -p Indicators, (WxDxH) inches : 17 x41x 7
Audible Alarm 'S 17 x50 7 (with CMA)
Drive Bays 108 Physical Gross Weight kgs : 66.97
ificati w/ PSU, Rail
Coolin * 8 x 60x56mm hot swap fans Seeciiication ;nd Pallet:
9 1 x 40x56mm fan per expander module wio Disks)’ Ibs : 147.6
* 2000W 1+1 hot swap redundant 80+ Platinum . .
Hotswapand = o (with C20 power plug) Packaging mm : 640 x 1360 x 526
Redundancy PP . 2000W 1+1 hot swap redundant 80+ Titanium Dimensions )
(with C14 power plug) (WxDxH) inches : 25.2 x 54.3 x 20.7
Power Entry Dual AC Inlet Standard 41" slide rail
Mounting
Expander .
Mo%ules Dual SAS topology (Optional) Option Cable Management Kit

1.3 Feature

J4108-01-35X is a reliable SAS JBOD with 108 hot swap drives bays. This product is de-
signed to accommodate single/dual hub expanders with 4 Mini SAS HD wide ports. Fea-
turing the expander chip, Broadcom SAS35x48, which is underscored for its high scalability
and performance of supporting up to 12 Gb/s, this product enhances these features by
integrating hot swap designs, redundant fans, and expansion to offer easy control and high
performance for our customers.

Near-line Database Expansion Storage
High Performance Direct Attached Storage for HPC or Application Server
Virtual Tape Library
Multimedia on Demand
Online E-mail Storage
Local Storage for Video Post-productions
Digital Content Source Database Storage

Private / Public Cloud Expansion



Chapter 1. Product Features

Front Panel
J4108-01-35X offers 2 system buttons (System Power switch & System Alert Mute switch)
and4 LED indicators (Power, Power Fail, Temperature (overheating), and Fan Fault).

=

OO00000000000

Q00000
Q00000
Q00000
Q00000
Q00000

Q00000
Q00000
Q00000
000000
Q00000

000000
Q00000
000000
Q00000
000000

System Power Temperature (Overheating) LED
Behavior Status Behavior Status
Normal Off Normal Off
Press Boot up Failed Red
Long Press System shut down
Fan Fault LED
Power LED Behavior Status
Behavior Status Normal Off
On Blue Failed Red
Off No status
- System Alert Mute Switch

Power Fail LED Behavior Status
Behavior Status

I p Normal Off
Norma 0 Press Alert mute
Failed Red




Chapter 1. Product Features
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2000W 1+1 hot swap redundant 80+ Platinum

Rear Panel

8 x 6056 hot swap fan

The power supply only supports 200V~240V input.

4 x mini SAS HD
NOTE
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Chapter 1. Product Features

Rear Expander Panel
J4108-01-35X offers single/dual expander(s) with 1 BMC console/debug port and 4 mini
SAS HD ports per expander.

— =

i ]
v Q0 1
\H O@@@% ‘L_ BMC LAN port
I O%Q%@ |
| OQOQ S § L—— 4 x mini SAS HD
1 QR © 1
H 8@8@ < 2|
Il 50RO © }
H O~O |
ﬁ O%Q% . l
=0-0e| P
4” O \
he 8l e
MO |7©7i il

BMC console port & console & debug port

8644-LED Indicator Definition

Color Description

Green All 4 PHYs within the port are linked.

Yellow At least 1 PHY within the port is linked.
Off No PHYs within the port are linked.




Major Components

J4108-01-35X offers 3.5" x 108 hot swap bays.
«  12Gb/s & 6G/s SAS if using dual expanders
*  12Gb/s SAS and 6Gb/s SATA if using single expander

Chapter 1. Product Features
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Chapter 2. Hardware Setup

Chapter 2. Hardware Setup

2.1 Top Cover

)
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Chapter 2. Hardware Setup

2.1.1 Installing/Removing the Top Cover A & B
Step 1 Push the release button on both sides of the top cover.
Step 2 Lift upward or downward to remove or install the cover.




Chapter 2. Hardware Setup

2.1.2 Installing/Removing the Top Cover C & D
Step 1 Push the release button on the top cover.
Check to press the correct release button.
Step 2 Lift upward or downward to install or remove the cover.

This information is provided for professional technicians only.




Chapter 2. Hardware Setup

2.2 Disk Drive

2.2.1 Installing the Hard Disk Drive
Step 1 Match the dimples on the HDD with the tool-less tray.
Step 2 Align the HDD with the tray by placing it against each other.

Step 3 Insert the HDD into the tool-less tray in the suggested order above.
Make certain to attach the side of the tray with the larger dimples to the
HDD first and the side with the smaller dimples last for easier installation.

10



Chapter 2. Hardware Setup

Step 4 Complete the installation.

2.2.2 Removing the HDD from the Tray
Pull the sides of tray to remove the HDD. Make certain to pull one side at a time

for easier removal.

] NOTE
/D When you remove the HDD from the tray, please push out the disk only
from one direction to avoid causing damage.
According to the image display above, the dimples should be on the
bottom of the tray.

11




Chapter 2. Hardware Setup

2.2.3 Installing the 2.5" Hard Disk Drive (Optional)
Step 1 Attach the HDD onto the HDD bracket and secure the screws (in red

Step 2 Match the dimples (in dotted red circle) on the HDD bracket and HDD

with the tool-less tray.

Image without HDD

to demonstrate the

location of dimple
and screw.

+ Screw location
in red circle.
Dimple location
in the dotted red
circle

Step 3 Insert the bracket and HDD into the tool-less tray.
Step 4 Secure the screws on the bracket to complete installation.




Chapter 2. Hardware Setup

2.2.4 Installing/Removing the HDD Tray
Installing the HDD tray into the chassis
Step 1 Press downward on the tray lever.
Step 2 Insert the HDD into the enclosure until it clicks.

Removing the HDD tray out of the chassis

Step 1 Push the release button upward on the tray lever.

Step 2 Pull upward to remove the 2.5" HDD tray from the
enclosure.

/D This information is provided for professional technicians only.

13



Chapter 2. Hardware Setup

2.3 Fan Module

2.3.1 Installing the Fan
Step 1 Push the fan module into the enclosure.
Step 2 Secure the thumb screws x 2 pcs on the fan module.
2.3.2 Removing the Fan
Step 1 Loosen the thumb screws x 2 pcs on the fan module.
Step 2 Pull the fan module from the enclosure.

/D This information is provided for professional technicians only.

14



Chapter 2. Hardware Setup

2.4 Drive Backplane Module

2.4.1 Installing the HDD Backplane

Step 1 Position the HDD backplane module into the chassis and
secure the screws x 12 pcs onto the enclosure (8 screws on the HDD
backplane, 4 screws on the HDD backplane tray).

Step 2 Position the brackets x 4 on the top of the HDD
backplane module and secure the screws x 8 pcs
(1 bracket with 2 screws each).

Step 3 Repeat step 1 and step 2 to install the second
backplane.

2.4.2 Removing the HDD Backplane

Step 1 Remove the HDD disk trays from the enclosure.

Step 2 Remove the top brackets x 4 from the chassis by
removing the screws x 8 pcs (1 bracket with 2 screws each).

Step 3 Remove the screws x 12 pcs on the HDD backplane
module (8 screws on the HDD backplane and 4 screws on the HDD
backplane tray).

Step 4 Repeat step 1 to 3 to remove the second HDD
backplane module.

4 brackets with 2 screws each

15



Bracket and HDD backplane removal

Chapter 2. Hardware Setup
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/D This information is provided for professional technicians only.
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Chapter 2. Hardware Setup

2.5 Power Supply Unit Module

2.5.1 Installing the Power Supply Unit
Push the tray handle on the power supply module to install the device into the
enclosure.
2.5.2 Removing the Power Supply Unit
Step 1 Push the latch upward and hold the tray handle.
Step 2 Pull the tray handle on the power supply module.

/D This information is provided for professional technicians only.

17



Chapter 2. Hardware Setup

2.6 Expander Module

2.6.1 Installing the Expander
Step 1 Push the expander into the enclosure.
Step 2 Secure the thumb screw on the expander tray.

2.6.2 Removing the Expander
Loosen the screw to remove.

/D This information is provided for professional technicians only.

18



Chapter 2. Hardware Setup

2.7 Cable Cover

2.7.1 Installing the Cable Cover
Step 1 Position the cable cover onto the enclosure.
Step 2 Secure the thumb screw x 1 pc on the cable cover.

2.7.2 Removing the Cable Cover
Loosen the thumb screw to remove.

/D This information is provided for professional technicians only.

19



Chapter 2. Hardware Setup

2.8 Bridge Board Module

2.8.1 Installing the Bridge Board
Step 1 Secure the screws x 2 pcs on the side of the bridge.
Step 2 Insert the bridge into the enclosure.

2.8.2 Removing the Bridge Board
Loosen the screws to remove.

/D This information is provided for professional technicians only.

20



Chapter 2. Hardware Setup

2.9 Rear Handle

2.9.1 Installing the Rear Handle
Step 1 Match the locking plate on the handle with the locks on
the chassis.
step 2 Pull the handle upward to lock the handle onto the
chassis.

Aligning the handle with the chassis.

2.9.2 Removing the Rear Handle
Step 1 Push the handle downward to dismantle the lock from the
handle.

Step 2 Remove the handle from the chassis.

/D This information is provided for professional technicians only.
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Chapter 2. Hardware Setup

2.10 Slide Rail

1. Attach the slide rail bracket assembly to the rack frame.
® Align and attach the front rail bracket to the rack.
@ Ensure that the latch on the rail is hooked onto the rack.

® Align and attach the rear rail bracket to the rack by pushing the latch outward.
Ensure the latch is hooked onto the rack.

@ Ensure that the latch on the rail is hooked onto the rack.

£_..

\_ < J

® Secure the rail bracket with a washer and screw on both sides of the rail bracket.

©

- J

® Repeat ® to ® to install the other side of the rack.

-~

Ld ~

’ \
’ \
- | el
\ !
=\ ’

< .

~ 4l

v
=l

[ -t
Front backet ‘\._ P «

/D This information is provided for professional technicians only.
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Chapter 2. Hardware Setup

2. Attach the chassis onto the rack frame.
@ Pull the inner and middle rail to fully locked position. The length of the rail will
stop at 960mm. Push the release tab on the side of the rail to release the inner
rail to full length (1100mm).

7

N

==

@ Position the chassis vertically into the rail. Ensure the standoffs on the chassis
slide into the v slots on the rail bracket.

Click!

Screw_M4X4L

@ Push the release tab on the inner rail and push the chassis into the frame.
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2.11 Standard Cabling
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Chapter 2. Hardware Setup

2.11.3 Dual expander JBOD and 2 host servers with 1 HBA card each
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Chapter 3 Sub-system Configuration Setup

3.1 Supported Configuration and Unsupported Feature

3.1.1 Supported Configuration

Host-1 EEEEEN Host-n

AlIC 12G Expander Controller

To have multiple host/path access support (the host number can be up to the number
of wide ports on each AIC® 12G Expander Controller), only the following drives are
supported for shared access:

1. SAS drive / Nearline SAS drive
2. SATA drive with an interposer which provides SATA-to-SAS conversion

Locating a drive via any HBA utility is not supported. Users should send standard SES
command to the enclosure (108swapHub) to locate a drive.

3.1.2 Unsupported Feature

1. Enclosure logical identifier can be changed.

2. Locating a drive via any HBA utility. Users should send standard SES command to
locate a drive.

3. The management software MegaRAID Storage Manager with LSI
6G RAID Card is not supported.
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Chapter 4. BMC Configuration Settings

4.1 Login

1. Push the “[” key, it will show the IPMI serial interface.

Usage :

Terminal Text command : [5SY5 Command]

Terminal IPHI command : [HetFn SeqNum Cmd Data @ ... Data Nl
Tupe [5YS HELP] - To get list of Text Command

IPHL Terminal /> [

Type command for login the interface.
#[sys pwd —u admin admin ]
It will response [OK]

%EE% Terminal:/> [svys pwd -u admin admin 1
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Chapter 4. BMC Configuration Settings

2. Find LAN information.

Ohex = Dgec
Thex ldee
2pey 2dac
Ihex Jdec
4hex{ 4dec
Ehex{ 5dec
Ehex{ Eidec
Thex{ Tr'u:lec:
Ehex Bdec
Bhex Bdec
Ahez{ mdec
Bhax = 1gec
Chex = 124
Dhex = 134ec
Ehex = 144ec
Frex = 194ec

Find LAN static IP /DHCP [30 00 02 01 04 00 00]
Find LAN static IP /DHCP: 01 is static IP and 02 is DHCP.

Find LAN IP [30 000201 030000]
Find submask [30000201 060000]
Find gateway [300002010C0000]

IPMI Terminal:/> [30 00 02 01 04 00 00]
[34 00 02 00 11|02]

IPMI Terminal:/> [30 00 62 01 03 00 00]
[34 00 02 00 11 [CO A8 58 6B]

IPMI Terminal:/> [30 00 62 B1 06 00 0O ]
[34 00 62 60 11 [FF FF FF 00]

IPMI Terminal:/> 01 oC 00 00 1]
[34 06 02 00 11 [CO A8 S8 O1[

The red box represents hexadecimal digits. According to the left figure, the IP is
16*12+0=192,16*10 + 8 = 168, 16*5 + 8 = 88, 16*6 + 11 = 107. Therefore, the IP is
192.168.88.107
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Chapter 4. BMC Configuration Settings

3. Set LAN information.
Set LAN static IP /DHCP [300001010401/02]

Set LAN IP [30 0001 071 03 COA8000A]
Set submask [30 00 01 01 06 FF FFFF00]
Set gateway [30 00 01 07 0C CO A80001]

IPMI Terminal:/> [30 00 01 01 04[61 |1
[34 00 01| 00]

IPMI Terminal:/> [30 00 01 01 63 |CO A8 60 6A|]
[34 00 01|00]

IPMI Terminal:/> [30 00 01 01 06 |FF FF FF 00| ]
[34 00 01|00]

IPMI Terminal:/> [30 00 01 01 6C[Co AS 00 01]]
[34 00 01]007 |

The Green digits is the returned code.

The green digits in the red box is completion code.

00 represents the confirmed code.

The blue digits are can be configured to any value.

If you want to change the IP address, you must set the LAN status to static.
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Chapter 4. BMC Configuration Settings

4. Connect to RJ45 port. Set the local host IP to 192.168.11.xx segment.

5. Open the web browser and enter default IP http://192.168.11.11 . When the
login window appears, set the user name and password to "admin.”

6. Click Log In to continue.

€ = |C M| [H192.168.11.1 /index hml

Password:
Forgot Password?

Required Browser Settings

1. Allow popups frorn this site @

2. Allow flle downloa from this site. tHow to B
3. Enable javaseript for this site @

4. Enable coakies for this site @

Itis recommended not to use Refresh, Back and Forward options of the browser,

Type in the default account and password
Account: admin
Password: admin

€« & C f |[)192.168.88.111/index.html

Username:

Password:

Itis recommended notto use Refresh, Back and Forward options afthe browser.
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Chapter 4. BMC Configuration Settings

4.2 Sensor's Location for Fan and Temperature

EXP: expander chip

up
Down

[ =] e e € e e € e E!;E e e
fan 7 fan 5 fan 3 fan1 ||
fan 8 fan é fan 4 fan 2 |d

f L] . [ ] L ° ®

o — 5 — | — 1

) i —

Front
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4.3 Expander Setting via Java SOL

Step 1 Plug in the BMC LAN port.

I
Expander |1/
rear panel || X

1

2

Chapter 4. BMC Configuration Settings

Step 2 Log into the BMC interface. Please refer to 4.1 Login.
Step 3 Enter Java Sol in BMC to configure the serial command line Interface.

4.3.1 Java SOL

There are two methods to initiate Java Sol.

1. Select an expander under Select expander and click Java Sol.

Dashboard  FRU Information  Hard Disk Status ~ Storage Health  Configuration | Remote Control | Maintenance  Firmware Update

Java SOL

Press the button o launch the Java SOL.

Select expander
expander_Hub
expander_Edge_0

expander_Edge_1
expander_Edge_2

expander_Hub v
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Chapter 4. BMC Configuration Settings

Edge 0, Edge 1, Edge 2, Edge 3 Top View Location

o - = "

°9

Edge 3

Edge 2

=0

IE

__L;la ______

'_l |_| |
l I

Edge 0
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Chapter 4. BMC Configuration Settings

2. Download jsol.jnlp file and proceed to execute the program.
3. Check the warning message option and execute it ( if JAVA blocks this action,
please set the IP to except web site in JAVA setting ).

TavaSOL

Session Help

BMC P 19216822 70
Username : admin
Password: (... ..
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Chapter 4. BMC Configuration Settings

4. Input the BMC IP, account, password, and set the baud rate to “38.4."

JavaSOL

Session Help

192.168.22.70

5. Now you can use the expander smart console via BMC SOL.
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Chapter 4. BMC Configuration Settings

Method 2
1. In addition, you can use ipmitool to start the SOL function.

#ipmitool —I lanplus —H <BMC IP> -U admin —P admin sol activate

C:sllsersssw2\Desktopsipmitool_testripmitool.exe —I lanplus -H 192.168.11.11 -l &
dnin =P admin sol activate
[50L 5 ion operational. Use

~? for helpl
cmd

cad

cmd >

cmd >

crd »sensop

ENCLOSURE STATUS

Hubh Fan—#8 speed = 6738 RPFH

Hub Fan-1 speed @ Y298 RPH

System Fan—-8 speed : 5113 RPH
Voltage Sensor 12U :t12.3 U
Power—@ : good
Powe r—1 : good

Current Hodel : qU10s swapHuh
Alarm—system : aff

A larm—temperature : off
Alarm—Ffan : off

A larm—power : off

Buzzer—=state = aoff

MCU Firmware version
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Chapter 4. BMC Configuration Settings

2. When you need to use SOL, type “~." to exit this function.

Current Model = GU10E syapHub

Alarm—systen : off
Alarm—temperature : off
Alarm—Ff an : off
Alarm=power : off
Buzzer—state : aff
Buzzer—mute

MClU firmuare versionm =

cmd *™. [terminated ipmitooll

2sllzers saw2sDesktopripmitool_test>

3. If you want switch to other expander, you did not need close SOL. Use th below
command to switch it.

SET EXPANDER
NetFN 36
Command Code: 54h
Message Byte Data Field
Expander select
01h: Hub
02h: Edge_0
Request 1
03h: Edge_1
04h: Edge_2
05h: Edge_3
Completion Code
Response 1 00h Success
P CCh Invalid value data

#ipmitool -1 lanplus —H <BMC IP> -U admin —P admin raw 0x36 0x54 0x1
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Chapter 4. BMC Configuration Settings

4.3.2 Configure Serial Command Line Interface
The RS232 setting - baud rate: 38400 bps, data bits: 8, parity: none, stop bits: 1, flow
control: none

4.3.2.1 How to enable/disable T10 zoning
The default T10 zoning configuration is off.
(A) Check the current zoning state

cmd> phyzone state

Zoning is OFF

(B) Enable zoning
cmd> phyzone on

(C) Disable zoning
cmd> phyzone off

D NOTE

7/ i you need to configure T10 zoning, we recommend using the "one-click"
function for T10 zoning of AIC JBOD BMC. Please refer to 4.4.6.2 Zone
Setting for a simple setting. The following section 4.3.2.1 How to configure
T10 zoning is for T10 zoning manual settings and can be skipped.

4.3.2.2 How to configure T10 zoning

Remove the SAS cable (SFF-8644) between the HBA/RAID card and the JBOD-4U78
before configuration T10 zoning. After configuring T10 zoning, please power cycle the
JBOD-4U78 and then insert the SAS cable back (SFF-8644).

After enabling T10 zoning, five predefined groups are Group1, Group8, Group9,
Group10, and Group11. Each PHY should be in one of the five groups, and all PHYs in
a wide port should be in the same group. Each PHY in Group1 can access any PHY in
other groups, and
vice versa. Each PHY in Group8 cannot access any PHY in Group9, and vice versa.

The command syntax is "phyzone phy_index group." The following example shows
how to setup one drive accessed only by the first port and another drive accessed only
by the second port. The PHYs for the wide ports and drives in the example are not the
PHY map in the 4U108swap.

The configuration for the example is

(A) PHY8 - PHY11 for the first wide port of HUB
(B) PHY4 - PHY7 for the second wide port of HUB
(C) PHY20 - PHY35 for drives on EDGE
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Step 1 Read the current group for PHY4 of HUB
cmd> phyzone 4
Phy 4 for Zone Group 1

Step 2 Assign the second port (PHY4 - PHY7) for Group9
cmd> phyzone 4 9
cmd> phyzone 59
cmd> phyzone 6 9
cmd> phyzone 7 9

Step 3 Assign the first port (PHY8 - PHY11) of HUB for Group8
cmd> phyzone 8 8
cmd> phyzone 9 8
cmd> phyzone 10 8
cmd> phyzone 11 8

Step 4 Assign the drive on PHY20 of EDGE to be accessed only by the first port of HUB
instead of the second port
cmd> phyzone 20 8

Step 5 Assign the drive on PHY21 of EDGE to be accessed only by the second port of
HUB instead of the first port
cmd> phyzone 21 9

Step 6 Rest HUB and EDGE for taking effect with the new settings.
cmd> reset
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.| NOTE

The command syntax is “phyzone phy_index group”.
EDGE setting: This command can only set the corresponding group of different PHY ID.

For different kind of models and backplanes, the slot number does not equal to PHY ID
number. JBOD slot number equals to CONN ELEM INDEX (CONN TYPE=0x20).

JBOD slot 1(Decimal) <=> CONN ELEM INDEX 0x01(Hexadecimal) <=> PHY ID (Decimal)
Slot 1 <=> 0x01 <=> 29
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Chapter 4. BMC Configuration Settings

EdgeO, Edge1, Edge2, Edge3 Top View Location

] - - m wlE =
T -
I L al I
"lo7|9899}100/101102[103(104 105106 107 10
"
= = ST Edge3
{85 86/87|8889|90| 91| 92|93| 94|95 96,
¥ [k}
1
73\74|75|76|77|7879| 80|81/ 82|83 |84} |
I Edge2
61|62|63| 64| 65|66/ 67|68 69(70 71| 72 b
-
146/ 47|48 49| 50|51| 52| 53| 54|55 56| 57 58| 59 60 |
-( z |
1131/32|33|34|35(36|37|38 | 39|40 | 41| 42 43| 24 a5 ||
e 17]18}1920[21 22|23 24|25 26| 27|28 | 29 sn[ i
- - = Edge0
1. 2|3la|5]6 /7 8|9]10011)121131415
aaaaaaaaaaaaaaa -

Table 1 Edge3 PHY ID to JBOD slot number

slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot
97 98 99 | 100 | 101 [ 102 | 103 | 104 | 105 | 106 | 107 | 108
PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY
35 | 34 | 33 32 | 27 | 26 25 | 24 15 14 13 12
slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot
85 | 8 | 87 | 88 | 89 | 90 | 91 | 92 | 93 | 94 | 95 | 96
PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY
00 01 02 | 03 04 | 05 | 06 07 | 08 09 10 11

Table 2 Edge2 PHY ID to JBOD slot number

slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot
73 | 74 | 75 | 76 | 77 | 78 | 79 | 80 | 81 | 82 | 83 | 84
PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY
35 |34 |33 | 32|27 |26 |25 |24 |15 | 14 | 13 | 12
slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot
61 62 | 63 | 64 | 65 | 66 | 67 | 68 | 69 | 70 | 71 | 72
PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY
00 [ 01 | 02 | 03 | 04 | 05|06 | 07 | 08| 09| 10 | 11
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Table 3 PHY ID to JBOD slot number

slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot
46 | 47 | 48 | 49 | 50 | 51 52 | 53 | 54 | 55 | 56 | 57 | 58 | 59 | 60
PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY
38 | 37 | 36 | 35 | 34 33|32 |27 |26 | 25|24 |15 | 14 | 13 | 12
slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot
31 32 | 33 | 34 |35 |36 | 37 | 38 | 39 | 40 | 41 | 42 | 43 | 44 | 45
PHY | PHY | PHY | PHY | PHY [ PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY
29 ( 30 |31 | 00| 01|02 |03 |04 |05|06 |07 |08 ]| 09| 10| 11

Table 4 Edge0 PHY ID to JBOD slot number
slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot
16 | 17 | 18 | 19 | 20 | 21 22 | 23 | 24 | 25| 26 | 27 | 28 | 29 | 30
PHY | PHY | PHY | PHY [ PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY
38 |37 |36 | 35 | 34|33 |32 |27 |26 | 25|24 |15 | 14 | 13 | 12
slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot | slot
1 2 3 4 5 6 7 8 9 10 | 11 12 | 13 | 14 | 15
PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY | PHY
29 ( 30 |31 | 00| 01|02 |03 |04 |05|06 |07 |08 ]| 09| 10| 11

For example, to assign JBOD slot 1-4 (PHY29/PHY30/PHY31/PHY00) for group 8.

cmd> phyzone 29 08
cmd> phyzone 30 08
cmd> phyzone 31 08
cmd> phyzone 00 08
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HUB setting: There are four PHY ID number of each wide port. Please refer to the
following table of Hub “PHY ID” and JBOD “wide port”.

|II N I
Y o8 b
I M
e S e I
i1 QOO |
I OOOO
I KORO S 14 i
it OO T wide port 1
=0 O
I O=O |
i 8080 O T wide por
I I
I
R0 |
I
iﬁ C}OOO O 3T—> wide port 3
IK®)
I I
H”mO Q = 4 +—> wide port 4
I!IIO 8c © |
HUB PHY ID to JBOD wide port
wide port 1
PHY12 PHY13 PHY14 PHY15
wide port 2
PHY08 PHY09 PHY10 PHY11
wide port 3
PHY04 PHYO05 PHY06 PHYO07
wide port 4
PHYO0O0 PHYO01 PHYO02 PHYO03

For example, to assign wide port 1 (PHY12-PHY15) for group 8.
cmd> phyzone 12 08
cmd> phyzone 13 08
cmd> phyzone 14 08

cmd> phyzone 15 08

-] NOTE
,D Power Cycle
For dual expander JBOD, complete the setting of EDGE and HUB. Meanwhile, PRI
EXP and SEC EXP should be applied with the same configuration.

After the T10 zoning configuration, you need to power cycle the JBOD to make
PRI EXP and SEC EXP simultaneously operate.

43



Chapter 4. BMC Configuration Settings

4.3.2.3 How to get all revisions in AIC® SAS 12G Expander

(A) Expander firmware revision
cmd> rev
(B) Expander configuration revision
cmd> showmfg
(C) MCU firmware revision or sensor information (MCU firmware revision
is reported by Hub only)
cmd> sensor

4.3.2.4 How to configure enclosure address (HUB only)

(A) Get the current enclosure address
cmd> enclosure_addr
Enclosure Address: 0x500605B0000272BF
(B) Set the enclosure address with 0xX500605B0000272BF. The new
setting will take effect after reset.
cmd> enclosure_addr 500605B0000272BF
cmd> reset

4.3.2.5 How to configure standby timer for all disk drives(EDGE only)

This feature is applicable for SAS/SATA drives. Standby timer is in units of minutes.
Setting standby timer with 0 minute disables this feature.

(A) Get current standby timer
cmd> standby_timer
Standby Timer : 0 minutes
(B) Set the standby timer with 10 minutes. The new setting will take effect after reset.
cmd> standby_timer 10
cmd> reset

— NOTE
This function is not recommended to use with RAID card since RAID card limitation.
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4.3.2.6 How to configure wide port checker

This feature is applicable for SAS drives instead of SATA drives. If there is no connection
with any active SAS initiator by checking all wide ports, AIC® Expander Controller stops all
attached SAS drives to save power consumption of SAS drives. Otherwise, AIC® Expander
Controller starts all attached SAS drives to provide drive access service to any active SAS
initiator. The same setting should be applied to HUB and EGDE.
(A) Get the current state of wide port checker

cmd> check_wide_port

Checking wide port is OFF
(B) Enable checking wide port. The new setting will take effect after

reset.

cmd> check_wide_port on

cmd> reset
(C) Disable checking wide port. The new setting will take effect after

reset.

cmd> check_wide_port off

cmd> reset

4.3.2.7 How to power off/on all disk drives automatically

This feature is applicable for SAS/SATA drives. If there is no connection with any active SAS
initiator by checking all wide ports, AIC® Expander Controller powers off all attached SAS/
SATA drives to save power consumption. Otherwise, AIC® Expander Controller powers on
all attached SAS/SATA drives to provide drive access service to any active SAS initiator. The
same setting should be applied to HUB and EDGE.

cmd> check_wide_port standby
cmd> reset

4.3.2.8 How to configure EDFB (EDGE only)
The default EDFB configuration is off.

(A) Check the current configuration
cmd> edfb
EDFB is OFF

(B) Enable the EDFB
cmd>edfb on

(C) Disable the EDFB
cmd> edfb off
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4.3.2.9 How to configure power setting (HUB only)

This feature is for restoring on AC power loss. Three supported options are "keep off,'
"keep on," and "keep last state." The default setting is "keep off."

D NOTE
«,) This feature will be over-written by Hub MFG since Hub firmware 1.12.48.61.

(A) Get the current power setting
cmd> power_setting
Power setting: keep off

(B) Set "keep off"
cmd> power_setting keep_off

(C) Set "keep on"
cmd> power_setting keep_on

(D) Set "keep last state”
cmd> power_setting keep_last_state

4.3.2.10 How to configure zone count
Before you begin, your JBOD must be equipped with HUB/EDGE setting.

There are 3 kinds of zoning options that can be implemented by Command Line
interface operation . By using the zoning option, four of the 8644 ports will have a
variety of zone group settings.

Remove the SAS cable between the HBA/RAID card and the 4U108swap before
configuring zone count. Power the 4U108swap off after configuring zone count. Power
on the 4U108swap, and then insert the SAS cable.

Three zone configurations supported are one zone, two zones, and four zones. The
default configuration is one zone of which T10 zoning configuration is disabled. T10
zoning configuration of the other configurations (two zones and four zones) is enabled.
All COM ports for HUB and EDGE should be applied with the same configuration.

(A) Get current zone count cmd> zonecount
Zone Count 1

(B) Set zone count =2
cmd> zonecount 2
Succeeded to set zone count 2
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(C) Predefined zones

(C-1) When Zone Count =1, T10 zoning is disabled.
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HUB:
Zone # 1
Wideport 1,2,3,4
EDGE:
Zone # 1
Slot 1~108
(C-2) When Zone Count = 2, T10 zoning is enabled.
HUB:
Zone # 1 2
Wideport 1,2 3,4
EDGE:
Zone # 1 2
Slot 1~54 55~108
(C-3) When Zone Count = 4, T10 zoning is enabled.
HUB:
Zone # 2 3 4
Wideport 2 3 4
EDGE:
Zone # 1 2 3 4
Slot 1~27 28~54 | 55~81 | 82~108

47




Chapter 4. BMC Configuration Settings

Expander rear panel

108 drives per zone. All SFF-8644

Zone count 1:
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Zone count 2:

54 drives per zone. Port 1 and port 2
are in zone group 1. Port 3 and 4 are
in zone group 2.

SEE FIGURE BELOW.
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Expander rear panel
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Zone count 3:

Expander rear panel

27 drives per zone. Port 1 and port 2

Group 2

Group 3

Group 4
-

are in zone group 1. Port 3 and 4 are

in zone group 2.

SEE FIGURE BELOW.
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4.3.2.11 How to configure zoning of the wide port (HUB only)

Remove the SAS cable (SFF-8644) between the HBA/RAID card and the JBOD-4U78
before configuration T10 zoning. After configuring T10 zoning, please power cycle the
JBOD-4U78 and then insert the SAS cable back (SFF-8644).

After enabling T10 zoning, five predefined groups are Group1, Group8, Group9, Group10,
and Group11.

(A) Get current zoning of wide port 1
cmd> zone_port 1
Wideport 01 for Zone Group 01

(B) Set wideport 1 as Zone Group 8
cmd> zone_port 1 8
Succeeded to set zone group for the phy

4.3.2.12 How to configure zoning of the disk slot (EDGE only)

Remove the SAS cable (SFF-8644) between the HBA/RAID card and the JBOD-4U78
before configuration T10 zoning. After configuring T10 zoning, please power cycle the
JBOD-4U78 and then insert the SAS cable back (SFF-8644).

After enabling T10 zoning, five predefined groups are Group1, Group8, Group9, Group10,
and Group11.

(A) Get current zoning of Disk Slot 10
cmd> zone_slot 10
Slot 10 for Zone Group 1.
(B) Set Disk Slot 10 as Zone Group 8
cmd> zone_slot 10 8
Succeeded to set zone group for the phy
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4.3.3 SES Inband Features

To ensure proper function, high performance, and durability, J4108-01-35X has
implemented SCSI Enclosure Services to monitor the status of power supply, system
cooling fan, and working temperature. It also has indicators to deliver the status of fail
devices such as power supply or cooling fan. You can get the information directly from
the front indicators to know how your enclosure works.

For detailed information, please visit http://www.t10.0rg

If you are a member of the T10 working group, the Standard which controlled by T10
technical committee, could be found at

http://www.t10.org/cgi-bin/ac.pl?t=f&f=ses2r19a.pdf

4.3.3.1 SES Pages
00h - List of supported diagnostic pages
01h - SES configuration
02h - SES enclosure control / enclosure status
04h - SES String In
05h - SES Threshold Out / In
07h - SES element descriptor
OAh - SES additional element
OEh - SES download microcode control / SES download microcode status
83h - SES Vendor specific page : Canister Number
8Ch - SES Vendor specific page : Firmware Version and MFG Version

4.3.3.2 SES Elements
02h - Power Supply
03h - Cooling
04h - Temperature Sensor
OEh - Enclosure
12h - Voltage
17h - Array Device
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4.3.3.3 Implementation on SES Pages

SES String In Page
Get PMBUS information with String In Page.

String In format

BytreBiT| 7 | 6 | s | 4 | 3 | 2 | 1 | o0

0 I2C congestion (0: no congestion, 1: congestion or failure)

1

PSU Module1 STATUS_WORD

2
j PSU Module2 STATUS_WORD

5-14 Reserved (0xFF)

SES Threshold Out / In
It includes only Temperature Sensor and Voltage Sensor elements.

Threshold control element format

BYyteBiT| 7 | 6 | 5 | 4 | 3 | 2 | 1 | o0

0 REQUESTED HIGH CRITICAL THRESHOLD

1 REQUESTED HIGH WARNING THRESHOLD

2 REQUESTED LOW WARNING THRESHOLD

3 REQUESTED LOW CRITICAL THRESHOLD

Threshold status element format

BYyteBiIT| 7 | 6 | 5 | 4 | 3 | 2 [ 1 | o0

0 HIGH CRITICAL THRESHOLD

1 HIGH WARNING THRESHOLD

2 LOW WARNING THRESHOLD

3 LOW CRITICAL THRESHOLD
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SES Vendor specific page: Canister Number ( page code 83h) Out / In
The length N of canister number can be 0~30 bytes. If no canister number is entered (N=0),
then canister number is restored to default: 0x20 0x20 0x20 0x20 0x20 0x20 0x20 0x20 (8

spaces in ASCII).

Canister Number control format

BYTEBIT| 7 | 6 | 5 | 4 | 3 | 2 | 1 | o

0~N Canister Number

If no canister number is found, return Status = 1 (failed) only, else return Status=0 (success)
followed by canister number.

Canister Number status format

ByteBiT] 7 | e | 5 | 4 | 3 | 2 | 1 | o
0 Status (0: success, 1: failed)
1~N .
Canister Number
(if success)

SES Vendor specific page: Firmware Version and MFG Version ( page code 8Ch) In
There are one firmware version (4 bytes) and one MFG version (4 bytes) per expander.
There are 4 expanders in 4U78 and 5 expanders in 4U108.

Firmware Version and MFG Version status format

BYTEBIT| 7 | 6 | 5 | 4 | 3 | 2 | 1 | o

0~3 Hub expander firmware version
4~7 Hub expander MFG version

8~11 First Edge firmware version

12~15 | First Edge MFG version

16~19 | Second Edge firmware version

20~23 | Second Edge MFG version

24~27 | Third Edge firmware version

28~31 | Third Edge MFG version

32~35 | Fourth Edge firmware version (only applicable to 4U108)

36~39 | Fourth Edge MFG version (only applicable to 4U108)
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4.3.3.4 Implementation on SES Elements

Only the fields highlighted in green are supported.

Power Supply Element

(A) Power Supply Control Element

Chapter 4. BMC Configuration Settings

BYyteBiIT| 7 | 6 | 5 | 4 | 3 | 2 [ 1 | o0
0 COMMON CONTROL
SELECT | PRDFAIL | DISABLE |RST SWAP| Reserved
I%%ls\l]l-' Reserved
2 Reserved
3 Reserved |RQST FAIL| RQST ON | Reserved
Field Value
RQST ON Please refer to section “SES Element Control Functions” for details.
(B) Power Supply Status Element
BYyteEBIT| 7 | 6 | 5 | 4 | 3 | 2 | 1 | o0
0 COMMON STATUS
Reserved | PRDFAIL | DISABLE | SWAP | ELEMENT STATUS CODE
1 IDENT Reserved
DC OVER |DC UNDER| DC OVER
2 Reserved VOLTAGE | VOLTAGE | CURRENT | Reserved
RQSTED OVERTMP| TEMP
3 HOT SWAP FAIL ON OFF FAIL WARN AC FAIL DC FAIL
Field Value
ELEMENT OK: No failure or warning conditions detected
STATUS CODE | CRITICAL: FAIL bit is set due to one or more failure condition
FAIL A failure condition is detected
1:0n
RQSTED ON
0: Off
1: Off
OFF
0: On
AC FAIL A failure condition is detected
DC FAIL A failure condition is detected
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Cooling Element

(A) Cooling Control Element
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BYTE/BIT 7 | 6 | s [ 4 [ 3 [ 2 [ 1 | o0
COMMON CONTROL
0 SELECT | PRDFAIL | DISABLE | hono Reserved
%%ﬁ-l;- Reserved
Reserved
Reserved| RIST |RQSTON Reserved REQUESTED SPEED CODE
Field Value
RQST IDENT |Please refer to section “SES Element Control Functions” for details.
REQUESTED Please refer to section “SES Element Control Functions” for details
SPEED CODE ’

(B) Cooling Status Element

BYTEBT | 7 | 6 [ 5 [ 4 | 3 | 2 [ 1 ] o
0 COMMON STATUS
Reserved | PRDFAIL | DISABLE| SWAP | ELEMENT STATUS CODE
1 IDENT Reserved | ACTUAL FAN SPEED (MSB)
ACTUAL FAN SPEED (LSB)
SO0 | FaiL |[RASTED | oFF  |Reserved ACTUAL SPEED CODE
Field Value
ELEMENT OK: Actual fan speed >0
STATUS CODE | CRITICAL: The fan RPM can't be detected or equal to 0.
Applicable only for Cooling element 0
IDENT 0: Enable the smart fan function
1: Disable the smart fan function
ACTUAL FAN
Current fan RPM
SPEED
FAIL The fan RPM can't be detected or equal to 0.
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Temperature Sensor Element
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(A) Temperature Sensor Control Element

BYyteBiIT| 7 | 6 | 5 | 4 | 3 | 2 | 1 | o0
0 COMMON CONTROL
SELECT | PRDFAIL | DISABLE |RST SWAP| Reserved
RQST
1 IDENT RQST FAIL Reserved
2 Reserved
3 Reserved
(B) Temperature Sensor Status Element
BYyteBIT| 7 | 6 | 5 | 4 [ 3 | 2 | 1 | o0
0 COMMON STATUS
Reserved | PRDFAIL | DISABLE | SWAP | ELEMENT STATUS CODE
1 IDENT FAIL Reserved
TEMPERATURE
oT OoT uT uT
Reserved FAILURE | WARNING | FAILURE | WARNING
Field Value
OK: Everything is Ok
ELEMENT
NON-CRITICAL: If either warning limit is exceeded
STATUS CODE
CRITICAL: If either failure limit is exceeded
FAIL A warning or failure condition is detected
TEMPERATURE | Temperature reading
OT FAILURE Temperature has exceeded the failure high threshold value
OT WARNING Temperature has exceeded the warning high threshold value
UT FAILURE Temperature is below the failure low threshold value
UT WARNING Temperature is below the warning low threshold value
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Enclosure Element
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(A) Enclosure Control Element

BYTE/BIT

7 | 6

| 5 [ 4 [ 3 |

2 | 1

COMMON CONTROL

0

SELECT

PRDFAIL | DISABLE |RST SWAP|

Reserved

1

RQST
IDENT

Reserved

2

POWER CYCLE
REQUEST

POWER CYCLE DELAY

3

POWER OFF DURATION

REQUEST
FAILURE

REQUEST
WARNING

Field

Value

POWER CYCLE
REQUEST

Please refer to section “SES Element Control Functions” for details.

POWER CYCLE
DELAY

Please refer to section “SES Element Control Functions” for details.

POWER OFF
DURATION

Please refer to section “SES Element Control Functions” for details.

REQUEST
FAILURE

Please refer to section “SES Element Control Functions” for details.

REQUEST
WARNING

Please refer to section “SES Element Control Functions” for details.

(B) Enclosure Status Element

BYTE/BIT

7

| 6 [ 5 | a4 | 3 [ 2

| 1

| 0

COMMON STATUS

0

Reserved

PRDFAIL | DISABLE | SWAP |

ELEMENT STATUS CODE

IDENT

Reserved

TIME UNTIL POWER CYCLE

FAILURE
INDICATION

WARNING
INDICATION

REQUEST POWER OFF DURATION

FAILURE
REQUESTED

WARNING
REQUESTED

Field

Value

ELEMENT
STATUS CODE

OK

TIME UNTIL
POWER CYCLE

The time until the enclosure's power is scheduled to be off.

0: No Power cycle scheduled,

1~60: The enclosure is scheduled to begin a power cycle after the indicated number

of minutes.

63: The enclosure is scheduled to begin a power cycle after zero minute.
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The time that power is scheduled to keep off when power is cycled.

REQUEST 0: (i) No power cycle is scheduled or

POWER OFF (i) It is scheduled to be kept off for 10 seconds.

DURATION 1~60: Power is scheduled to be kept off for the indicated number of minutes.
63: Power is scheduled to be kept off until manually restored.

FAILURE
Set by the REQUEST FAILURE on Enclosure Control Element

REQUESTED

WARNING
Set by the REQUEST WARNING on Enclosure Control Element.

REQUESTED
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Voltage Element

(A) Voltage Control Elemen
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t

BYyteBiIT| 7 | 6 | 5 | 4 | 3 | 2 | 1 | o0
0 COMMON CONTROL
SELECT | PRDFAIL | DISABLE |RST SWAP| Reserved
RQST
1 RQST FAIL Reserved
IDENT
2 Reserved
3 Reserved
(B) Voltage Status Element
BYyteBIT| 7 | 6 | 5 | 4 [ 3 | 2 | 1 | o0
0 COMMON STATUS
Reserved | PRDFAIL | DISABLE | SWAP ELEMENT STATUS CODE
WARN WARN CRIT
1 IDENT FAIL Reserved CRIT OVER
OVER UNDER UNDER
g VOLTAGE
Field Value
OK: Everything is Ok
ELEMENT ) o
NON-CRITICAL: If either warning limit is exceeded
STATUS CODE ] ) o
CRITICAL: If either failure limit is exceeded
FAIL A warning or failure condition is detected
WARN OVER Voltage has exceeded the warning high threshold value
WARN UNDER | Voltage is below the warning low threshold value
CRIT OVER Voltage has exceeded the failure high threshold value
CRIT UNDER Voltage is below the failure low threshold value
VOLTAGE Voltage reading
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Array Device Element

(A) Array Device Control Element
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BYyteBiT| 7 | 6 | 5 | 4 [ 3 | 2 | 1 | o0
0 COMMON CONTROL
SELECT | PRDFAIL | DISABLE [RST SWAP Reserved0
RQST RQST RQST RQST IN RQST
1 RQSTOK | RSVD |RQSIHOTI CONS | INCRIT | FAILED | REBULD/ [RQSTR/R
DEVICE CHECK ARRAY ARRAY REMAP
) RQST DO NOT | Reserved RQST RQST RQST RQST Reserved
ACTIVE | REMOVE 2 MISSING | INSERT | REMOVE IDENT 1
Reserved | Reserved RQST DEVICE ENABLE | ENABLE
3 5 4 FAULT OFF BYPA | BYPB Reserved3
Field Value
PRDFAIL Please refer to section “SES Element Control Functions” for details.
RQST OK Please refer to section “SES Element Control Functions” for details.
RQDSETVFCSE/D Please refer to section “SES Element Control Functions” for details.
R%%LEST Please refer to section “SES Element Control Functions” for details.

RQSJE%OKNS Please refer to section “SES Element Control Functions” for details.

RQ%TRH\‘A\?R” Please refer to section “SES Element Control Functions” for details.
RQSLH\EQK\A(ILED Please refer to section “SES Element Control Functions” for details.
RQSEER&RBILD/ Please refer to section “SES Element Control Functions” for details.

Rgggg_l/_R Please refer to section “SES Element Control Functions” for details.
RQST ACTIVE |Please refer to section “SES Element Control Functions” for details.
IIQ)EOM’\é)?/TE Please refer to section “SES Element Control Functions” for details.
Reserved? Please refer to section “SES Element Control Functions” for details.

RQST MISSING |Please refer to section “SES Element Control Functions” for details.

RQST INSERT |Please refer to section “SES Element Control Functions” for details.

RQST REMOVE |Please refer to section “SES Element Control Functions” for details.

RQST IDENT |Please refer to section “SES Element Control Functions” for details.

Reserved5 Please refer to section “SES Element Control Functions” for details.

RQST FAULT |Please refer to section “SES Element Control Functions” for details.

DEVICE OFF |Please refer to section “SES Element Control Functions” for details.
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(B) Array Device Status Element
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BYTEBIT| 7 | 6 | 5 4 | 3 | 2 | 1 | o0
0 COMMON STATUS
Reserved | PRDFAIL | DISABLE SWAP ELEMENT STATUS CODE
RSVD IN CRIT |IN FAILED | REBUILD/ R/R
1 OK DEVICE |HOT SPARE| CONSCHK | 'A\pRAY | ARRAY | REMAP | ABORT
APP
ENCLOSURE
CLIENT | DO NOT ENCLOSURE [READY TO
z BYPASSED| REMOVE BYPASSED |gypasSED B| INSERT | RMV | IDENT | REPORT
CLENT | FAULT | FAULT BYPASSED|BYPASSED | DEVICE || DEVICE
3 BYPABSSED SENSED | REQSTD DEVICE OFF A B BYPAASSED BYPABSSED
Field Value
PRDFAIL Set by the PRDFAIL on Array Device Control Element
ELEMENT  |OK: A drive is detected in the slot
STATUS CODE |NOT INSTALLED: No drive is installed in the slot
OK Set by the RQST OK on Array Device Control Element
RSVD DEVICE |Set by the RQST RSVD DEVICE on Array Device Control Element
HOT SPARE [Set by the RQST HOT SPARE on Array Device Control Element
CONS CHK  |Set by the RQST CONS CHECK on Array Device Control Element
IN CRIT ARRAY |Set by the RQST IN CRIT ARRAY on Array Device Control Element
INAE'AkaED Set by the RQST IN FAILED ARRAY on Array Device Control Element
REBUILD/ et by the RQST REBUILD/REMAP on Array Device Control Element
R/R ABORT |Set by the RQST R/R ABORT on Array Device Control Element
RI’)EOM'\é)?/-II-E Set by the DO NOT REMOVE on Array Device Control Element
RF,\’IASDE(R-TI-O Set by the RQST INSERT on Array Device Control Element
RMV Set by the RQST REMOVE on Array Device Control Element
IDENT Set by the RQST IDENT on Array Device Control Element
FAULT REQSTD |Set by the RQST FAULT on Array Device Control Element
DEVICE OFF |[Set by the DEVICE OFF on Array Device Control Element
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4.3.3.5 SES Element Control Functions
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LED indicators (blue and red) associated with an attached disk drive

Array Device Slot control element

BYTE/BIT 7 6 5 | 4 | 3 2 | 1 0
0 COMMON CONTROL
SELECT | PRDFAIL | DISABLE |RST SWAP Reserved0
RQST RQST RQST | RQSTIN RQST
1 RQSTOK | RSVD R%SPTAEST CONS | INCRIT | FAILED | REBULD/ RRSBRR{R
DEVICE CHECK | ARRAY | ARRAY | REMAP
2 RQST DO NOT | Reserved RQST RQST RQST RQST Reserved
ACTIVE | REMOVE 2 MISSING | INSERT | REMOVE | IDENT 1
3 Reserved | Reserved RQST DEVICE ENABLE | ENABLE Reserved
5 4 FAULT OFF BYP A BYP B 3

The default behavior for blue LED is "LED is on when the disk is not busy, and off when the
disk is executing a command." When the "RQST IDENT" bit is set, the blue LED overwrites its
default behavior with a slow blink while the red LED is off. The blue LED is set "Activity" for
not overwriting its default behavior.

The behavior “Fast Blink” is “LED is blinking at 2Hz frequency."

The behavior “Slow Blink” is “LED is blinking at 0.5Hz frequency."
The behavior “ON"/"OFF" is “LED is solid ON/OFF without blinking."

Slot Control Bit Blue LED Red LED
RQST OK Activity OFF
RQST RSVD DEVICE Activity OFF
RQST HOT SPARE Activity OFF
RQST CONS CHECK Activity Fast Blink
RQST IN CRIT ARRAY Activity Slow Blink
RQST IN FAILED ARRAY Activity Slow Blink
RQST REBUILD/REMAP Activity Fast Blink
RQST R/R ABORT Activity Slow Blink
RQST ACTIVE Activity OFF
DO NOT REMOVE Activity OFF
RQST MISSING ON ON
RQST INSERT Activity Slow Blink
RQST REMOVE Activity Slow Blink
RQST IDENT Slow Blink OFF
RQST FAULT ON ON
DEVICE OFF OFF OFF
PRDFAIL Activity Slow Blink
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How to turn on/off the power of a drive slot
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Array Device Slot control element

BYTE/BIT 7 6 | 5 | 4 | 3 | 2 1 | o0
. COMMON CONTROL
SELECT | PRDFAIL | DISABLE |RST SWAP Reserved0
RQST RQST RQST | RQSTIN | RQST
1 RQSTOK | RSVD R%%LEET CONS | INCRIT | FAILED | REBULD/ RQSBS{R
DEVICE CHECK | ARRAY | ARRAY | REMAP
5 RQST | DONOT | Reserved | RQST RQST RQST RQST | Reserved
ACTIVE | REMOVE 2 MISSING | INSERT | REMOVE | IDENT 1
Reserved | Reserved RQST DEVICE ENABLE | ENABLE
3 5 4 FAULT OFF BYPA | BYPB Reserved3

The "DEVICE OFF" for a drive slot is defined in the bit4, byte3 of the "Array Device Slot control
element” in the SES specification. Set the bit to turn off a slot power, and vice versa. We use
the software package "sg3_utils" on Linux for example, and have a SAS HBA and a cable to
connect your host with the expander.

(A) Show the device for AIC® Expander Controller (canister)
S sg_map -i

/dev/sg2 AIC 12G

4U108swapEdge

0c30

(B) Get the current state of a slot power. The "Device off=0" means the slot power is on.
$ sg_ses —-page=2 /dev/sg?2

Element 0 descriptor:
App client bypass B=0, Fault sensed=0, Fault reqstd=0, Device off=0

(C) Get the descriptor of a slot power
$ sg_ses —-page=7 /dev/sg?2

Element 0 descriptor: Disk001

(D) Turn off a slot power
$ sg_ses —descriptor=Disk001 --set=3:4:1 /dev/sg?2

(E) Turn on a slot power
S sg_ses —descriptor=Disk001 —-clear=3:4:1 /dev/sg2

7

NOTE
This function is not recommended to use with RAID card since RAID card limitation.
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How to power off the entire enclosure

Power Supply control element

BYTE/BIT 7 | 6 | 5 | 4 | 3 | 2 | 1 | o0
0 COMMON CONTROL
SELECT | PRDFAIL | DISABLE |RST SWAP] Reserved
1 I%(I)Eﬁ-!l-' Reserved
2 Reserved
3 | Reserved |RQST FAIL| RQST ON | Reserved

The "RQST ON" for Power Supply is defined in the bit5, byte3 of the "Power Supply control
element” in the SES specification. Clear the bit on Power Supply Element “PowerSupply00”
or “PowerSupply01” to power off the entire enclosure. We use the software

package "sg3_utils" on Linux for example, and have a SAS HBA and a cable to connect

your host with the expander.

(A) Show the device for AIC® Expander Controller (canister)
S sg_map -i

/dev/sg2 AIC 12G 4U108swapHub 0c30

(B) Power off the entire enclosure
$ sg_ses —-descriptor=PowerSupply00 -clear=3:5:1 /dev/sg2
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How to enable/disable the enclosure power cycle by your software

Enclosure control element

BYTE/BIT 7 | 6 | 5 | 4 | 3 | 2 [ 1 5
0 COMMON CONTROL
SELECT | PRDFAIL | DISABLE [RST SWAP| Reserved
1 I%(I)Eﬁll-' Reserved
2 POWER CYCLE
REQUEST POWER CYCLE DELAY
3 REQUEST | REQUEST
POWER OFF DURATION
FAILURE | WARNING

The "POWER CYCLE REQUEST," “POWER CYCLE DELAY” and “POWER OFF DURATION" for
Enclosure are defined in the bit7~6, byte2, bit5~0, byte2 and bit7~2, byte3 of the "Enclosure
control element” in the SES specification. Set “POWER CYCLE REQUEST" as 01b to begin a
power cycle in minutes set by “POWER CYCLE DELAY” (1~60 minutes, 0 for beginning power
cycle immediately) and keep off for minutes set by “POWER OFF DURATION” (set 1~60
minutes, 0 for 10 seconds and 63 for keeping off). A request to begin a power cycle while a
previous request is still active should override the previous request. Set
“POWER CYCLE REQUEST" as 10b to cancel any scheduled power cycle.

(A) Show the device for AIC® Expander Controller (canister)
$ sg_map -i

/dev/sg2 AIC

12G 4U108swapHub

0c30

(B) Request to begin a power cycle (POWER CYCLE REQUEST = 01b) after 10 minutes
(POWER CYCLE DELAY = 10 = 0Ah) and keep off for 3 minutes (POWER OFF DURATION

=3):

sg_ses —descriptor=EnclosureElement00 --set=2:7:14=0x1283 /dev/sg2
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How to enable/disable the enclosure alarm by your software

Enclosure control element

BYTE/BIT 7 | e | 5 | 4 | 3 | 2 | 1 | o0
0 COMMON CONTROL
SELECT | PRDFAIL | DISABLE |RST SWAP] Reserved
1 I%(I)Eﬁll-' Reserved
POWER CYCLE

2 REQUEST POWER CYCLE DELAY
REQUEST | REQUEST

3 POWER OFF DURATION FAILURE | WARNING

The system alarm LED is used for the enclosure alarm and power alarm. The "REQUEST
FAILURE" and “REQUEST WARNING" for Enclosure are defined in the bit1, byte3 and bit0,
byte3 of the "Enclosure control element” in the SES specification. Setting either bit can enable
the enclosure alarm. Clearing both bits disables the enclosure alarm. We use the software
package "sg3_utils" on Linux for example, and have a SAS HBA and a cable to connect your
host with the expander.

(A) Show the device for AIC® Expander Controller (canister)
$ sg_map -i

/dev/sg2 AIC12G  4U108swapHub 0c30

(B) Enable the enclosure alarm
S sg_ses —descriptor=EnclosureElement01 --set=3:1:1 /dev/sg2
or
S sg_ses —descriptor=EnclosureElement01 --set=3:0:1 /dev/sg2

(C) Disable the enclosure alarm
S sg_ses —descriptor=EnclosureElement01 -clear=3:1:1 /dev/sg2
and
$ sg_ses —descriptor=EnclosureElement01 -clear=3:0:1 /dev/sg2
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How to manually change PWM (fan speed) for all Cooling elements

Cooling control element

BYTE/BIT 7 | e | 5 | 4 | 3 | 2 | 1 | 0
0 COMMON CONTROL
SELECT | PRDFAIL | DISABLE |RST SWAP| Reserved
1 %%ﬁq- Reserved
2 Reserved
3 Reserved |RQST FAIL| RQST ON | Reserved |  REQUESTED SPEED CODE

The "RQST IDENT" for Cooling is defined in the bit7, byte1 and the "REQUESTED SPEED CODE"
is defined in the bit2 ~ 0, byte3 of the "Cooling control element" in the SES specification. Set
"RQST IDENT" bit to disable the smart fan function, and then change PWM or fan speed for all
Cooling elements by setting the "REQUESTED SPEED CODE" bits. Clear "RQST IDENT" bit to
enable the smart fan function again. Please disable the smart fan function before changin
PWM or fan speed. Only the first Cooling element of each type (HUB fans and System fans%
supports this feature. We use the software package "sg3_utils" on Linux for example, and
have a SAS HBA and a cable to connect your host with the expander.

(A) Show the device for AIC® Expander Controller (canister)
$ sg_map -i

/dev/sg2 AIC12G  4U108swapHub 0c30

(B) Set "RQST IDENT" of the first Cooling element to disable the smart fan function
“HubCoolingElement00” is the first cooling element for the HUB / motherboard, and
“SysCoolingElement00” is the first cooling element for the HDDs / backplane. Here we
take “SysCoolingElement00” as example.
$ sg_ses —-descriptor= SysCoolingElement00 -set=1:7:1 /dev/sg2

(C) Set "REQUESTED SPEED CODE" of SysCoolingElement0 to change PWM or fan speed

for all Cooling elements. Set "/REQUESTED SPEED CODE"=7 (100% PWM) for example.
$ sg_ses —-descriptor= SysCoolingElement00 --set 3:2:3=7 /dev/sg2
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REQUESTED
SPEED CODE PWM

7 100%

90%

80%

70%

60%

50%

40%

OoO|= (N WOIMlOO|O

Leave at current speed
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How to update firmware / MFG for the Edge expanders

Array Device Slot control element

BYTE/BIT 7 6 | 5 | 4 | 3 | 2 1 0

. COMMON CONTROL

SELECT | PRDFAIL | DISABLE |RST SWAP Reserved0
RQST RQST | RQSTIN | RQSTIN | RQST
1 RQSTOK | RSVD RQS%LEET CONS CRIT | FAILED | REBULD/ Rggg&{R
DEVICE CHECK | ARRAY | ARRAY | REMAP

5 RQST | DONOT | Reserved | RQST RQST RQST RQST | Reserved
ACTIVE | REMOVE 2 MISSING | INSERT | REMOVE | IDENT 1
Reserved | Reserved RQST DEVICE ENABLE | ENABLE

3 5 4 FAULT OFF BYPA | BYPB Reserved3

All Edge expanders are hidden behind the Hub, so please follow the steps below to update
firmware and MFG of the Edge0 via inband SAS. The same steps can be applied to the other
Edge expanders. We use the software package "sg3_utils" and LSI utility “g3Xflash” on Linux
for example, and have a SAS HBA and a cable to connect your host with the expander.

(A) Show the device for AIC® Expander Controller(canister)
$ sg_map -i
/dev/sg2 AIC 112G 4U108swapHub 0c30

(B) Set "Reserved2" of Disk001 to make the Edge0 visible.

Disk001 for EdgeO0, Disk031 for Edge1, Disk061 for Edge2 and Disk085 for Edge3.

S sg_ses —descriptor=Disk001 --set=2:5:1 /dev/sg2

(C) Get SAS address for the Hub. The SAS address (500605B0:000272BF) is used for the
Hub.
$8./g3Xflash -i get avail

(D) Reset the Hub to have an additional device for Edge0
$8./g3Xflash -i 500605b0000272bf reset exp
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(E) Show the devices for the Hub and the Edge0
S sg_map -i

/dev/sg2 AIC 12G 4U108swapHub 0c30
/dev/sg3 AIC 12G 4U108swapEdge0 0c31

(F) Update firmware of the Edge0
S sg_write_buffer --id=0x0 --in=<firmware filename> -mode=0x2 --offset=0 /dev/sg3

(G) Update MFG of the Edge0
S sg_write_buffer --id=0x83 --in=<MFG filename> --mode=0x2 --offset=0 /dev/sg3

(H) Get SAS address for Edge0. This example uses SAS address (50015B20:9000EBBF)
for the EdgeO.
$ ./g3Xflash i get avail

() Reset the Edge0 to activate its new firmware / MFG.
S./g3Xflash -i 50015b209000ebbf reset exp

(J) Get the current firmware version of the Edge0 for confirmation.
S./g3Xflash -i 50015b209000ebbf get ver

(K) Set "Reserved5" of Disk001 to make the Edge0 invisible
S sg_ses --descriptor=Disk001 —-set=3:7:1 /dev/sg2

(L) Reset the Hub to refresh the change of the Edge0
S./g3Xflash -i 500605b0000272bf reset exp
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How to update all firmware/MFG through in-band SES with a tar ball which includes all
Edge firmware/MFG and Hub firmware/MFG

Please follow the steps below to update all firmware/MFG through in-band SES with a tar
ball which includes all Edge firmware/MFG and Hub firmware/MFG. We use the software
package "sg3_utils" on Linux for example, and have a SAS HBA and a cable to connect your
host with the expander. The version of the software package "sg3_utils" must be v1.41 or
newer.

(A) Show the device for AIC® Expander Controller(canister)
S sg_map -i
/dev/sg2 AIC 12G 4U108swapHub 0c30

(B) Set the time-out interval with the option “t”. The update process on 4U78_SE takes
about 380 seconds, and the update process on 4U108_SE takes about 500 seconds.
$ sg_write_buffer /dev/sg2 -id=0x04 --bpw=4k
—-in=4U78_SE_4U108_SE_12G_Edge_12G_Hub.tar -mode=0x2 --offset=0 -t 600
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4.3.4 Reading Phy Counters via Java Sol
1. Initiate SOL function in BMC.

D:sipmitool_testripmitool.exe —I lanplus —H 192.168.11.11 U admin -P admin sol
activate

#ipmitool —I lanplus —H [BMC_IP] —U admin —P admin sol activate

2. Select expander connection

NetFN 36
Command Code: 53h
Message Byte Data Field
Expander select
01h: Hub
Request 1 02h: Edge-0
03h: Edge-1
04h: Edge-2
Response 1 Completion Code
00h Success
2 Expander select value

#ipmitool —I lanplus —H <BMC IP> -U admin —P admin raw 0x36 0x54 0x1

3. Read expander Edge-0 counter value

Execute ipmi command to configure BMC SOL to Edge-0
# ipmitool -I lanplus -H [BMC_IP] -U admin -P admin raw 0x36 0x54 0x2
D:\ipmitool_test>ipmitool.exe —I lan —H 192.168.11.11 -U admin —P admin raw Bx36

Bx54 B2
az

cmd ¥sensor
== EMCLOSURE STATUS
Expander Temperature 48 Celsiusz degree

System Temperature—@ 22 Celsius degree
System Temperature—1 25 Celsius degree

Voltage Senzor @.7U B.94 U
Voltage Sensor 1.8U 1.77 U

Current Model 4U10% zwapEdged
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4. Type in “counters” to execute counters command.

cmd »counters

hy Laver Error Counters

Event?2 Event3 Event4

(151515101515 ] 1615151515 ]5]5) 5510151 5]5]5]5) (151515151515 ]
(151515101010 ] 6 ]5]a s 5 ]5]0) 5510 ]E]o]s 5 5] (151515101015 ]
(1515151010 0] ] 6 ]5]a a5 ]5]5) 51510 ]u]o]s 5 ]5) (5151515100015 ]
AnAEAEER o lnlalalalals]o) 55]0]o]5]5]5]5) 515515100505 ]]
ARAEAARER AA0RARRA HEAERRAA (1515151015751 ]
ARAEARBR e 16]G15]5]5]5]5) AEAARRAA (151515101575 ]5]
(151515101015 ] BE0BAARA 5510151 o]6 6] (1515151010 ]5]]
(151515101515 ] 1615151515 ]5]5) 5510151 5]5]5]5) (151515151515 ]
(1515151010 0] ] 6 ]5]a a5 ]5]5) 51510 ]u]o]s 5 ]5) (5151515100015 ]
AnAEAEER o lnlalalalals]o) 55]0]o]5]5]5]5) 515515100505 ]]
ARAEAARER AA0RARRA HEAERRAA (1515151015751 ]
ARAEARBR e 16]G15]5]5]5]5) AEAARRAA (151515101575 ]5]
(151515101015 ] BE0BAARA 5510151 o]6 6] (1515151010 ]5]]
(151515101515 ] 1615151515 ]5]5) 5510151 5]5]5]5) (151515151515 ]
(1515151010 0] ] 6 ]5]a a5 ]5]5) 51510 ]u]o]s 5 ]5) (5151515100015 ]
AREEAAAR a6l 4]a]a]5]505) 510151 5]5]5]5) AREAAAAR
(1515151010751 ] 1615151515 ]5]5) 51510151515 ]5]5) (1515151010751 ]
ARAEAARER AA0RARRA HEAERRAA (1515151015751 ]
[G1515]51010]5]] e 16616 515 ]5]5) 6510151516 5]5) (1515151010 ]5]]
(151515101515 ] 1615151515 ]5]5) 5510151 5]5]5]5) (151515151515 ]
(151515101010 ] 6 ]5]a s 5 ]5]0) 5510 ]E]o]s 5 5] (151515101015 ]
(1515151010 0] ] 6 ]5]a a5 ]5]5) 51510 ]u]o]s 5 ]5) (5151515100015 ]
(1515151010751 ] 1615151515 ]5]5) 51510151515 ]5]5) (1515151010751 ]

AABRARE HAARBRA HREAEAAA AABRBRE
AABRBRE HAARBRA HREAEAAA [al5]5]5]51a]5]E]

[G1515]51010]5]] e 16616 515 ]5]5) 6510151516 5]5) (1515151010 ]5]]
(151515101515 ] 1615151515 ]5]5) 5510151 5]5]5]5) (151515151515 ]
(151515101010 ] 6 ]5]a s 5 ]5]0) 5510 ]E]o]s 5 5] (151515101015 ]
(1515151010 0] ] 6 ]5]a a5 ]5]5) 51510 ]u]o]s 5 ]5) (5151515100015 ]
AnAEAEER o lnlalalalals]o) 55]0]o]5]5]5]5) 515515100505 ]]
ARAEAARER AA0RARRA HEAERRAA (1515151015751 ]
ARAEARBR e 16]G15]5]5]5]5) AEAARRAA (151515101575 ]5]
(151515101015 ] BE0BAARA 5510151 o]6 6] (1515151010 ]5]]
(151515101515 ] 1615151515 ]5]5) 5510151 5]5]5]5) (151515151515 ]
(1515151010 0] ] 6 ]5]a a5 ]5]5) 51510 ]u]o]s 5 ]5) (5151515100015 ]
AnAEAEER o lnlalalalals]o) 55]0]o]5]5]5]5) 515515100505 ]]
ARAEAARER AA0RARRA HEAERRAA (1515151015751 ]
ARAEARBR e 16]G15]5]5]5]5) AEAARRAA (151515101575 ]5]
(151515101015 ] BE0BAARA 5510151 o]6 6] (1515151010 ]5]]
(151515101515 ] 1615151515 ]5]5) 5510151 5]5]5]5) (151515151515 ]

eneric Broadcast Counter

Broadcast Counter Not Configured.
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5. To read the expander Edge-1 counter value, 1, execute the ipmi command to
configure BMC SOL to Edge-1
# ipmitool -I lanplus -H [BMC_IP] -U admin -P admin raw 0x36 0x54 0x3

D:sdpmitool_test>ipmitool.exe —I lan -H 192.168.11.11 -l admin -P admin raw Bx36
Bx54 Bx3
a3

cmd *sensor

= EMCLOSURE STATUS
Expander Temperature 38 Celsius degree

System Temperature—A 23 Celsius degree
System Temperature—1 25 Celsius degree

Uoltage Sensor B.7U
Uoltage Sensor 1.8U

Current Model
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6. Type in “counters” to execute counters command.

Current Model : qUI10E swapEdgel

cmd >counters

[Phy Lavyer Error Counters

[S1a15 5 ]51515]) (5151515 5 5510 ] HaABnEaA [alolals]s1a]o])
AaRBnaaA ABBe8066a alalalslslalo]s) alalalslslalol)
61515 ]515]1515]5) (5151615155 1E] G1a15]5]5]15]5]5] HaRaREEA
AaRBnaaA ABBe8066a alalalslslalol)
61515 ]515]1515]5) (5151615155 1E] HaRaREEA
AaRBnaaA ABBe8066a alalalslslalo]s) alalalslslalol)
6151515 15]15]5]5) A8B8RAAA HaREABEA H8RAREAA
[G1o]o 51518 ]5]) 8880668 Elalo]5]]a]o]s) [alolols]anlo])
HaRaRBaA AEBARAAA HaRARAaA AaRARaaA
51515151515 15]) (5151515 5 5510 ] [alala 5 s]o]5]5) [alalals]s1alo])
AaRARBAA ARAARAAA AARARAAA ABRARAAA
[S1a15 5 ]51515]) (5151515 5 5510 ] HaABnEaA [alolals]s1a]o])
AaRBnaaA ABBe8066a alalalslslalo]s) alalalslslalol)
61515 ]515]1515]5) (5151615155 1E] G1a15]5]5]15]5]5] HaRaREEA
AaRBnaaA ABBe8066a alalalslslalo]s) alalalslslalol)
61515 ]515]1515]5) (5151615155 1E] G1a15]5]5]15]5]5] HaRaREEA
AaRBnaaA ABBe8066a alalalslslalo]s) alalalslslalol)
6151515 15]15]5]5) A8B8RAAA HaREABEA H8RAREAA
AaRARBAA ARBARAAA HaRARAAA ABRARBAA
51515151515 15]) (5151515 5 5510 ] [alala 5 s]o]5]5) [alalals]s1alo])
AaRARBAA ARAARAAA AARARAAA ABRARAAA
[S1a15 5 ]51515]) (5151515 5 5510 ] HaABnEaA [alolals]s1a]o])
AaRBnaaA ABBe8066a alalalslslalo]s) alalalslslalol)
61515 ]515]1515]5) (5151615155 1E] G1a15]5]5]15]5]5] HaRaREEA
AaRBnaaA ABBe8066a alalalslslalo]s) alalalslslalol)
61515 ]515]1515]5) (5151615155 1E] G1a15]5]5]15]5]5] HaRaREEA
AaRBnaaA ABBe8066a alalalslslalo]s) alalalslslalol)
6151515 15]15]5]5) A8B8RAAA HaREABEA H8RAREAA
[G1o]o 51518 ]5]) 8880668 Elalo]5]]a]o]s) [alolols]anlo])
AaRARBAA ARBARAAA HaRARAAA ABRARBAA
51515151515 15]) (5151515 5 5510 ] [alala 5 s]o]5]5) [alalals]s1alo])
AaRARBAA ARAARAAA AARARAAA ABRARAAA
[S1a15 5 ]51515]) (5151515 5 5510 ] HaABnEaA [alolals]s1a]o])
AaRBnaaA ABBe8066a alalalslslalo]s) alalalslslalol)
61515 ]515]1515]5) (5151615155 1E] G1a15]5]5]15]5]5] HaRaREEA
AaRBnaaA ABBe8066a alalalslslalo]s) alalalslslalol)

eneric Broadcast

[Broadcast Counter Hot Configured.

76



Chapter 4. BMC Configuration Settings

4.4 Web Ul
4.4.1 Dashboard

“Intelligent Storage

+admin (Administrator) (- Refresh % Print -+ Logout
‘Dashbonrd‘ FRU Information  Hard Disk Status  Storage Health  Configuration ~ Remote Control ~ Maintenance  Firmware Update HELP

Dashboard

Dashboard gives the overall information about the status of the device and remote server.

Device Information Sensor Monitoring Event Logs
Firmware Revision:  5.0.2

[[] Psu2_status (0.03%)
Firmware Build Time: Apr 27 2020 13:22:16 CST status sensor Reading [ Psu1_status (0.03%)

[JFree space (99.94%)

. ®  FanHup1 T500RPM P
Network Information (Edit)
MAC Address:  0D:15:B2.AAFADS ®  Fan Hub2 8400RPM O
V4 Netwerk Mode: Static ® Fano 5000RFM
IPvd Address:  192.168.11.11
V6 Network Mode: DHCP @ Fant 4B00RFM 0
IPv6 Address: @ Fan2 5200RPM 0
® Fan3 4400RPM 0O
® Fand 5000RPM R
® Fans 4500RFM O
® Fans$ 5000RPM R
® Fan7 4400RPM O
@ Fans 5000 RPM 0
® Fang 4600RPM O
@ Fan_10 5000 RPM O
® Fanm 4500RPM R
® Fan 2 5300RFM 0
® Fann3 4500RPM R
® Fan 14 5300RPM O
®  Fan_15 4700RPM__ 0 -

Device Information
Displays the Firmware Revision and Firmware Build Time (Date and Time).

Network Information
Shows network settings for the device. Click on the link Edit to view the Network
Settings Page.

Sensor Monitoring

It lists all available sensors on the device, with information such as status, name,
reading, and status icon, as well as a link to that sensor's page.

There are 3 possible states for a Sensor:

- Green dot denotes a Normal state.

- Yellow exclamation mark denotes a Warning state.

- Red x denotes a Critical state.

The magnifying glass allows access to the Sensor details page for that sensor.

Event Logs

A graphical representation of all events incurred by the various sensors and occupied/
available space in logs. If you click on the color-coded rectangle in the Legend for the
chart, you can view a list of those specific events only.
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Dashboard | FRU Information ‘ Hard Disk Status ~ Storage Health  Configuration  Remote Control  Firmware Update

Field Replaceable Unit(FRU)

This page gives detailed infarmation for the various FRU devices present in this system.
Basic Information:

FRU Device ID o v

FRU Device Name BMC_FRU

Chassis Information:
Chassis Information Area Format Version 1
Chassis Type Main Server Chassis
Chassis Part Number
Chassis Serial Number

Chassis Extra

Board Information:
Board Information Area Format Version 1
Language 0
Manufacture Date Time Wied Nov 20 17:49:00 2013

Board Manufacturer ABC

This page displays the BMC FRU file information. On selecting a particular FRU Device

ID its corresponding FRU information will be displayed.

Basic Information

It displays the FRU device ID and device name for the selected FRU device ID.

Chassis Information

It displays the following Chassis information fields.

* Area Format Version

* Chassis Type

« Chassis Part Number
 Chassis Serial Number
* Chassis Extra

Board Information

It displays the following Board
information fields.

* Area Format Version

* Language

« Manufacture Date Time
« Board Manufacture

* Board Product Name

« Board Serial Number

* Board Part Number

* FRU File ID

+ Board Extra
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Product Information

It displays the following Product
information fields.

* Area Format Version

* Language

« Manufacturer Name

* Product Name

* Product Part Number

* Product Version

* Product Serial Number
* Asset Tag

* FRU File ID

* Product Extra
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4.4.3 Hard Disk Status

Dashboard  FRU Information | Hard Disk Status | Storage Health  Configuration ~ Remote Control ~ Maintenance  Firmware Update

Hard Disk

Power Control | Power Off

Hard Disk Power Control

) HDD15 | HDD14 ‘ © HoD13 | © HoD12 | ) HDD 1 | HDD10 | ) HDD9 l HDD8 | © HoD7 | ) HDD& | ) HDDS | © HoD4 | ©Hpb3 | ©HpD2 l ©Hop1
) HDD30 | HDD29 ‘ © HpD28 | © HoD27 | ) HDD26 | HDD25 | © HpD24 l © HpD23 | © HpD22 | [ HDDQ1| ¢ HDD20| HDD19| ‘HDD18| >HDD17‘ ) HDD16
) HDD45 | HDD44 [ © HpD43 | © HDD42 | ) HDD41 | HDD40 | © HDD39 [ © HpD38 | © HDD37 | ¢ HDD36| ¢ HDD35| HDD30| ‘HDDSEI ‘Hnnazl ) HDD31
) HDDBO | HDD59 [ © HpDs8 I © HDDS7 | ) HDDS6 | HDDS5 I © HDD54 [ © HDDS53 | © HDDS2 | ¢ HDD51| ¢ HDDSU| Hnmgl ‘HDDAEI ‘HDDA‘/[ ) HDD48
O Hpp72 | 2 HDDT71 ‘ © HpD70 | © HDD6Y | © Hppes | 2 HDD67 | © HpD6S [ © HDD6S | © HDD64 | HDD63| S HDD52| 2 HDDs1 | | ‘

© HpDa4 | HDD83 ‘ © HpDs2 | © HpD81 | © HpD8o | 2 HDD79 | © HpD78 [ © HoD77 | © HDD76 | HDD75| S HDD74| . HDD73| | ‘

O HDD9% | 2 HDD95 ‘ © HpD94 | © HDD93 | © HpD92 | 2 HDD91 | © HpD9O ‘ © HpD89 | © Hppss | @ HDDS7| e HDD%| 8 HDDss| | ‘

HDDwos| @ HDD‘O7‘ \,/‘HDDIOG| ,»HDDms| S HDD|04| [©) HD0103| LJHDDIOZ‘ O HDD101 | C HDD|00| @ HDDQS| S HDDBB| 8 HDDS7| | ‘

Displays all the HDD power on/off status, user the "Power On" and "Power Off" button to
control HDD power.

ACTIONS

Power On
Select a HDD to turn it power on.

Power off
Select a HDD to turn it power off.

Icon status

Green: This slot inserted HDD and host linked.
Blue: This slot inserted HDD and host did not link.
Red: This slot inserted HDD and got fail.

Gray: This slot not inserted HDD.
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4.4.4 Storage Heath

4.4.4.1 Sensor Readings

+"admin (Administrator] C Refresh % Print Logout

Dashboard  FRU Information  Hard Disk Status | Storage Health | Configuration Remote Control Firmware Update HELP
Sensor Readings
All sensor related information will be displayed here. Double click on a recerd to toggle (ON / OFF) the live widget for that particular sensor.
[ All Sensors v Sensor Count: 47 5ensors
Sensor Name Status 3 Current Reading
Fan_Hub 1 Normal 7200 RPM
Fan_Hub 2 Normal 8500 RPM Fan_Hub 1: 7200 RPM NormaL
Fan_0 Normal 6200 RPM Thresholds for this sensor Lve Wiocer Orr | On
Fan_1 Normal 5300 RPM
Fan_2 Normal B200FM Lower Non-Recoverable (LNR) 1000 RPM Upper Non-Recoverable (UNR): 0 RPM
Fan_3 Normal 5400 RPM Lower Critical (LC): 2000 RPM Upper Critical (UC) 0RPM
Fan_s Normal 5200 RPM Lower Non-Critieal (LNC) ORPM Upper Non-Critical (UNC): 0RPM
Fan_5 Normal 4600 RPM
Fan_8 Normal 5200 RPM
Fan_7 Normal 4700 RPM G i View of this sensor's events
Fan_8 Normal 5100 RPM
Fan_9 Normal 4500 RPM R (o)
Fan_10 Normal 5200 RPM
Fan_11 Normal 4600 RPM Lc |(0)
Fan_12 Normal 5300 RPM
N [(0)
Fan_13 Normal 4800 RPM
Fan_14 Normal 5300 RPM ung [(0)
Fan_15 Normal 4500 RPM
Hub expander Normal 43°C uc (o)
Temp-0 Normal s c unc |(@
Temp-1 Normal 32°C
Temp-2 Normal 13°Cc Other |(0)
Temp-3 Normal 3l3°C Discrete [(0)
Temp-4 Normal auc
Temp-§ Normal 36°C o ;‘ " 3
Temp 8 Nomal e umber of Entries
Edge-0 expander Normal 45°C View this Event Log
Edge-0 temp-0 Normal 28°C
Edge-0 temp-1 Normal 33°C
Edge-1 expander Normal 50°C
Edge-1 temp-0 Normal 33°C -

A list of sensor readings will be displayed here. Click on a record to show more
information about that particular sensor, including thresholds and a graphical
representation of all associated events. Double click on a record to toggle (ON / OFF)
the live widget for that particular sensor. You can filter the list to view particular sensors
only using the drop-down listbox.

NOTE: N/A represents Not Applicable.
Live Widget
Turn On or Off the live widget for this sensor. This widget gives a dynamic

representation of the readings for the sensor.

View this Event Log
Click this button to go the event log page for the viewed sensor.
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4.4.4.2 Event Log

< admin tAdministrator)  © Refresh 3 Print Logout

Dashboard  FRU Information  Hard Disk Status | Storage Health | Configuration Remote Control  Firmware Update HELP

Event Log

Events generated by the systern will be logoed here. Double-click on a record to see the description.

| All Events v | fitery: | All Sensors v | Event Lag: 7 event entries, 1 page(s)
® BMC Timezane ' Client Timezone UTC Offset: (GMT+-0)
EventID Time Stamp Sensor Name Sensor Type Description

7 11/28/2014 08:20119 #0xal OEM Transition to Running - Asserted

B 1112812014 04:02:01 #eal OEM Transition to Power Off - Asserted

5 /2712014 065117 #eal OEM Transition to Running - Asserted

4 11/27/2014 066116 #al OEM Transition to Power Off - Asserted

3 11/27/2014 06:48:18 P52_Status Power Supply Presence Detected - Asserted

2 11/27/2014 064818 PE1_Status Power Supply Presence Detected - Asserted

1 010172012 00:00:00 #0xal QEM Transition to Running - Asserted

Save Event Logs | | Clear All Event Logs

This page displays the list of events incurred by different sensors on this device. Double
click on a record to see the details of that entry. You can also sort the list of entries by
clicking on any of the column headers. You can use the sensor type or sensor name
filter options to view those specific events logged in the device.

BMC Timezone
Check this option to display the event log entries logged with the BMC Timezone value.

Client Timezone

Check this option to display the event log entries logged with the Client (user’s)
Timezone value.

UTC Offset

Displays the current UTC Offset value based on which event Time Stamps will be

updated. Navigational arrows can be used to selectively access different pages of the
Event Log.

Clear All Event Logs
Clear All Event Logs option will delete all existing records for all sensors.

Save All Event Logs
Save All Event Logs option will save all existing records for all sensors.
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4.4.5 Configuration

4.4.5.1 DNS

Dashboard  FRU Information  Hard Disk Status  Storage Health | Configuration | Remote Control  Firmware Update

DNS Server Settings
Manage DNS setlings of the device.
Host Configuration

Host etings

Host Name AMIOD1SEZA24AA
Register BMC

I
tho ¥| Register BMC
® Direct Dynamic DNS

Domain Name Configuration

Doman senngs

Domain Name lamyourfather
Domain Name Server Configuration

DNS Server Settings ethd

IP Priority Py IPyvE

DNS Server1 192.166.56.1

This page is used to configure the Host name and Domain Name Server configuration
of the device.

Host configuration
Host Settings

Choose either Automatic or Manual settings.

Host Name
It displays the hostname of the device if Auto is selected. If the Host setting is chosen
as Manual, then specify the hostname of the device.

Register BMC

Choose the BMC’s network port to register with the DNS settings. Check the option
‘Register BMC' to register with the DNS settings. Choose the option ‘Direct Dynamic
DNS'’ to register with direct dynamic DNS or choose ‘DHCP Client FQDN’ to register
through a DHCP server.

Domain Name Configuration

Domain Settings
It lists the options for the domain interface as Manual, v4 or v6 for multi LAN channels.
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Domain Name
It displays the domain name of the device if Auto is selected. If the Domain setting is
chosen as Manual, then specify the domain name of the device.

Domain Name Server Configuration

DNS Server Settings
It lists the options for the DNS interface, Manual and available LAN interfaces.

IP Priority
If the IP Priority is IPv4, it will have 2 IPv4 DNS servers and 1 IPvé DNS server. If the IP
Priority is IPv6, it will have 2 IPv6 DNS servers and 1 IPv4 DNS server.

NOTE: This is not applicable for Manual configuration.

DNS Server 1,2 & 3

Specify the DNS (Domain Name System) server address to be configured for the BMC.
* An IPv4 Address is made of 4 numbers separated by dots as in

“XXX XXX XXX XXX

« Each number ranges from 0 to 255.

* The first number must not be 0.

DNS Server Address will support the following:
* IPv4 Address format.
* IPv6 Address format.

Save
Click ‘Save’ to save any changes made. You will be logged out of current Ul session and
will need to log back in.

Reset
Reset the modified changes.
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4.4.5.2 Network Settings

Dashboard  FRU Information  Hard Disk Status  Storage Health | Configuration | Remote Control  Firmware Update

Network Settings

Manage network settings of the device.
LAN Interface ethi

LAN Settings

8| ®
2

m
“«

MAC Address I0:16:B2: A5:24: A8
IPv4 Configuration

Obtain an IP address automatically ¥ Use DHCP

IPv4 Address 52 168 85

Subnet Mask 55,255.255.0

Default Gateway 92 168 88

C sl (& [
m

- o

2

1PV Configuration
1PV Settings

Obtain an IP address automatically Use DHCP
IPv6 Address

Subnet Prefix length

|

Default Gateway

This page is used to configure the network settings for available LAN channels.

LAN Interface
Select the LAN interface to be configured.

LAN Settings
Check this option to enable LAN support for the selected interface.

MAC Address
This field displays the MAC address of the selected interface (read only).

IPv4 Configuration

It lists the IPv4 configuration settings.

Obtain an IP address automatically.

Enable ‘Use DHCP’ to dynamically configure the IPv4 address using Dynamic Host
Configuration Protocol (DHCP).

IPv4 Address, Subnet Mask, Default Gateway

If DHCP is disabled, specify a static IPv4 address, Subnet Mask and Default Gateway to
be configured for the selected interface.

« An IP Address consists of 4 sets of numbers separated by dots as in

“XXX XXX XXX XXX

* Each set ranges from 0 to 255.

* The first Number must not be 0.
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IPv6 Configuration
It lists the IPv6 configuration settings.

IPv6 Settings
Check this option to enable IPv6 support for the selected interface.

Obtain an IP address automatically
Enable ‘Use DHCP' to dynamically configure the IPv4 address using Dynamic Host
Configuration Protocol (DHCP).

IPv6 Address
Specify a static IPv6 address to be configured for the selected interface.

Subnet Prefix length
Specify the subnet prefix length for the IPv6 settings.
+ Value ranges from 0 to 128.

Default Gateway
Specify the v6 default gateway for IPv6 settings.

Save
Click ‘Save’ to save any changes made. You will be prompted to log out of the current Ul
session and log back in at the new IP address.

Reset
Click ‘Reset’ to reset the modified changes.
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4.4.5.3 Network Link

Dashboard  FRU Information  Hard Disk Status  Storage Health | Configuration | Remote Control  Firmware Update

Network Link Configuration

Manage network link settings of the device
LAN Interface ethd v

Autto Negotiation ® on O oFF

Link Speed 100 Mbps v
Duplex Mode Full Duplex v

This page is used to configure the network link option for the available network
interfaces.

LAN Interface
Select the network interface from the list for which the Link speed and duplex mode are
to be configured.

Auto Negotiation
This option is enabled to allow the device to perform automatic configuration to achieve
the best possible mode of operation (speed and duplex) over a link.

Link Speed
Link speed will list all the supported capabilities of the network interface. It can be
10/100/1000 Mbps.

Duplex Mode
Select any one of the following Duplex Modes.
- Half Duplex
- Full Duplex

Save
Click 'Save' to save the settings.

Reset
Click 'Reset' to reset the modified changes.
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4.4.5.4NTP

Dashboard FRU Information Hard Disk Status ~ Storage Health Configuration Remote Control Firmware Update

NTP Settings

Here yau can either configure the NTP server orview and modify the device's Date & Time setiings.

Date: [Movernber MNEE] v (24w

Time:

inmimmss e JL= [ 7]
Timezone: [

Primary NTP Server: pool.ntp.arg

e

¥ automatically synchronize Date & Time with NTP Server

This page displays the device’s current Date & Time Settings. It can be used to configure
either Date & Time or NTP (Network Time Protocol) server settings for the device.

Date
Specify the current Date for the device.

Time
Specify the current Time for the device.

NOTE: As a year 2038 problem exists, the acceptable date range is from 01-01-2005 to
07-18-2038.

NTP Server

Specify the NTP Server for the device. Check the ‘Automatically synchronize’ option to
configure the NTP Server. The NTP Server will support the following:

* IP Address (Both IPv4 and IPv6 format).

* FQDN (Fully qualified domain name) format.

UTC Offset
UTC Offset list contains the UTC offset values for the NTP server, which can be used to
display the exact local time.

NOTE: Use the correct UTC offset after adjusting for DST.
Automatically synchronize
Check this option to automatically synchronize Date and Time with the NTP Server.

Refresh
Click ‘Refresh’ to reload the current date & time settings.

Save
Click ‘Save’ to save any changes made.

Reset
Click ‘Reset’ to reset the modified changes.
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4.4.5.5 PEF

Dashboard FRU Information Hard Disk Status ~ Storage Health Configuration Remote Control Firmware Update

PEF Management

Use this page to canfigure Event Filter, Alert Falicy and L&N Destination. To delete or modify a entry, select it in the list and click “Delete” or "Modify”. To add a new entry, select an unconfigured siot and click*Add

; .

This page is used to configure the Event Filter, Alert Policy and LAN Destination. To view
the page, the user must at least be an Operator. To modify or add a PEF, the user must
be an Administrator.

NOTE: Free slots are denoted by ‘~’ in all columns for the slot. For more information,
refer the Platform Event Filtering (PEF) section in IPMI Specification.

Event Filter

Click the Event Filter tab to show configured Event filters and available slots. You can
modify or add new event filter entries here. A maximum of 40 slots are available and
include the default of 15 event filter configurations.

Alert Policy
Click the Alert policy tab to show configured Alert policies and available slots. You can
modify or add new alert policy entries here. A maximum of 60 slots are available.

LAN Destination

Click the LAN Destination tab to show configured LAN destinations and available slots.
You can modify or add new LAN destination entries here. A maximum of 15 slots are
available

Send Test Alert
Select a configured slot in the LAN Destination tab and click ‘Send Test Alert’ to send a
sample alert to the configured destination.

NOTE: Test alerts can be sent only with SMTP configurations set to enabled. SMTP
support can be enabled under Configuration->SMTP.

Add
Select a free slot and click ‘Add’ to add a new entry to the device. Alternatively, double
click on a free slot.

Modify
Select a configured slot and click ‘Modify’ to modify that entry. Alternatively, double
click on the configured slot.

Delete
Select the desired configured slot to be deleted and click ‘Delete.
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4.4.5.6 SMTP

Dashboard  FRU Information  Hard Disk Status  Storage Health | Configuration | Remote Control ~ Firmware Update

SMTP Settings
Manage BMTP seftings of the device

LAN Channel Number v

Sender Address 0/

Machine Name ]
Primary SMTP Server

SMTP Support 4l Enable

Server Address ]

[ SMTP Server requires Authentication

— E—
Secondary SMTP Server

SMITP Support () Enable 7

Server Address [

SMITP Server requires Authentication
User Name

This page is used to configure the SMTP settings.

LAN Channel Number
Select the LAN channel to which the SMTP information needs to be configured.

Sender Address
Enter the ‘Sender Address’ valid on the SMTP Server.

Machine Name

Enter the ‘Machine Name' of the SMTP Server.

* Machine Name is a string of maximum 15 alpha-numeric characters.
* Space, special characters are not allowed.

Primary SMTP Server
It lists the Primary SMTP Server configuration.

SMTP Support
Check this option to enable SMTP support for the BMC.

Server Address

Enter the ‘IP address’ of the SMTP Server. It is a mandatory field.
* An IP Address is made of 4 numbers separated by dots as in
“XXX XXX XXX XXX

« Each Number ranges from 0 to 255.

* The first Number must not be O.

The server address will support the following:
* IPv4 Address format.
* |IPv6 Address format.

SMTP Server requires Authentication
Check the option ‘Enable’ to enable SMTP Authentication.
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Note: SMTP Server Authentication Types supported are:

* CRAM-MD5

* LOGIN

* PLAIN

If the SMTP server does not support any one of the above authentication types, the
user will get an error message stating, “Authentication type is not supported by SMTP
Server”

Username

Enter the username to access SMTP Accounts.

* The User Name can be 4 to 64 alpha-numeric characters.

* It must start with an alphabet.

« Special characters ‘, (comma), ' (colon), ; (semicolon), * * (space) and ‘\’ (backslash)
are not allowed.

Password

Enter the password for the SMTP User Account.
+ Passwords must be at least 4 characters long.
* Space is not allowed.

NOTE: This field will not allow more than 64 characters.
Secondary SMTP Server
It lists the Secondary SMTP Server configuration. It is an optional field. If the Primary

SMTP server is not working, then it tries the Secondary SMTP Server configuration.

Save
Click ‘Save’ to save the new SMTP server configuration.

Reset
Click ‘Reset’ to reset the modified changes.
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4.4.5.7 Schedule Power ON/OFF

/' [) Megarac SP x [E=T E=RIan X

€ > C' | [192.168.22.22/index.html ey

+ admin (Administrator) Refresh 32 Print

Dashboard  FRU Information  Hard Disk Status  Storage Health  Configuration ~ Remote Control Firmware Update

Schedule Power ON/OFF

Manage the date & time to do power onioff of the device.

Date: [January [ v w0z v
st
Timezone: [

Weekl

¥ Enable schedule

Action © Poweron ® Power off

Setdays foraction [ sun [ mon @ Tue () wed [ Thu @ Fi @ sat
Time:

T

[ Enable schedule

Action Poweron ' Power off

Setdaysforaction & sun | Mon |/ Tue | Wed |/ Thu || Fri | sat
Time:

e

Specific days schedul

¥/ Enable schedule

Action © Poweron ® Power off

Date:
Time:

() Enable schedule

Action Poweron ® Power off

Date:

st /T

This page displays the device's current date & time. It can be used to configure dates
within a week or specific a date to power on/off the device.

If you want to change the device date & time, please go to the NTP page.
ACTIONS

Enable schedule
Check this option for enable/disable the schedule.

Action
Check a action to do power on/off for the device.

Set days for action

Setting dates within a week to do power on/off for the device.
Date

Specify a date for the device.

Time
Specify a time for the device.
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4.4.5.8 User

€ = C M | [1192.16888.130/ndex.him]

Dashboard  FRU Information  Hard Disk Status  Storage Health | Configuration | Remote Control  Firmware Update

User Management

The list below shows the current list of available users. To delete or modify a user, select the user name from the listand click "Delete User” or "Modify User*. To add a new user, select an unconfigured slot and click “Add User”
Number of configured users: 2

UserlD Username User Access Network Privilege Email ID
ananymous Disahled Administratar -~
admin Enabled Administratar

@ e k|

Add User | | Iodify User ‘ | Delete User

The displayed table shows any configured Users and available slots. You can modify
or add new users from here. A maximum of 10 slots are available, including the
default admin and anonymous. It is advised that the anonymous user’s privilege and
password should be modified as a security measure. To view the page, you must have
Operator privileges. To modify or add a user, You must have Administrator privileges.

NOTE: Free slots are denoted by “~" in all columns for the slot.

Add User
Select a free slot and click ‘Add User’ to add a new user to the device. Alternatively,
double click on a free slot to add a user.

Modify User
Select a configured slot and click ‘Modify User’ to modify that user. Alternatively,

double click on the configured slot.

Delete User
Select the desired user to be deleted and click ‘Delete User’
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4.4.6 Remote Control

4.4.6.1 Storage power control

# admin (administrator) Refresh & Print Logout
Dashboard  FRU Information  Hard Disk Status  Storage Health  Configuration | Remote Control | Firmware Update HELP

Power Control and Status

The current storage power status is shown below. To perform a power control aperation, select one ofthe options belaw and press *Perform Action”.

Host is currently off
Power OFf Storage
'® Pawer On Starage

Power Cycle Storage

This page helps you to view or perform any host power cycle operations.

Power Off Storage
Select this option to immediately power off the storage.

Power On Storage
Select this option to power on the storage.

Power Cycle Storage
Select this option to first power off, and then reboot the system (cold boot).

Perform Action
Click ‘Perform Action’ to perform the selected option.
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4.4.6.2 Zone Setting

Dashboard  FRU Information ~ Hard Disk Status ~ Storage Health  Configuration | Remote Control | Maintenance  Firmware Update

ZONE Settings

Here you can configure the zone setting.

Expander Zone Check | expander_Hub v | | Refresh status

Zone Count 1

You can setup and check zone count setting in the page.

Set zone value
You can set a zone count value and press the SET button. BMC will setup all the hub
and edge expander.

Refresh status
Select an expander location and press refresh for the zone count status to display.

Zone Count
This shows the current zone count value.

NOTE

Follow the steps below to configure your zone count:

1. Set the zone count via BMC Web GUI.

2. Re-read and confirm the zone count on each expander after the zone count is set.
3. Power cycle the JBOD in order for the zone count to take effect.

Below command is for ipmitool use.
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GET ZONE COUNT
NetFN 36
Command Code: 52h
Message Byte Data Field
Expander select
07Th: Hub
02h: Edge_0
request 1 03h: Edge_T1
04h: Edge_2
05h: Edge_3
Response 1 Completion Code
P 00h Success
2 zone count value

#ipmitool -1 lanplus —H <BMC IP> -U admin —P admin raw 0x36 0x52 0x1

SET ZONE COUNT
NetFN 36
Command Code: 53h

Message

Byte

Data Field

Request

Expander select
00h: Set all expander
01h: Hub

02h: Edge_0

03h: Edge_1

04h: Edge_2

05h: Edge_3

zone count value

Response

Completion Code
00h Success
CCh Invalid value data

#ipmitool —I lanplus —H <BMC IP> -U admin —P admin raw 0x36 0x53 0x0 Ox1
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4.4.7 Maintenance Control

4.4.7.1 Preserve Configuration

This page allows the user to configure the preserve configuration items, which will
be used by the Restore factory defaults to preserve the existing configuration without
overwriting with defaults/ Firmware Upgrade configuration.

To open Preserve Configuration page, click Maintenance Group > Preserve
Configuration from the menu bar. A sample screenshot of Preserve Configuration page
is shown below.

Z NOTE
You can navigate to the Firmware Update Page and Restore Factory Defaults by
clicking the respective links.

Dashboard  FRU Information  Hard Disk Status ~ Storage Health  Configuration ~ Remote Control | Maintenance | Firmware Update

Preserve Configuration

This page allows you to select the specific configuration items to be preserved in the cases of "Restore Configuration”, and "Firmware Update without Preserve Gonfiguration option'”

Click here to go to Firmware Update or Restore Configuration

Number of Preserved Items: 0

1
2
3
4
5 FRU
6
7
8
9

3
@
<}
B

Check All | | Uncheck All | | Save | | Reset |

Preserve Status
To check/uncheck a check box to preserve/overwrite the configuration for your system.

Check All
To check the entire configuration list.

Uncheck All
To uncheck the entire configuration list.

Save
To save any changes made.

1 NOTE
/D This configuration is used by Restore Factory Defaults process.

Reset
To reset the modified changes.
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The preserved files for dependency configurations are listed below as follows.

NOTE

— Dependency configuration designates that the option you choose to select
may have a subordinate option for you to configure in order for the system to
function.

For example, when you select "SEL," you must also select "IPMI" for the
system to operate.

SDR
The sensor data record information that is used in IPMI.
No Dependency

FRU
The logical field replaceable unit data that are used by IPMI.

Dependency Configurations: SDR

SEL

The system event logs that are being logged by the IPMI. Following files will be
preserved when Delete SEL reclaim space is enabled.

Dependency Configurations: IPMI

IPMI

The keys that are used to decrypt the passwords. When the user password option is
enabled in the MDS project configuration, this file will be preserved.

No Dependency

Network

Configure the channel ID, package ID for the NCSI interface.

Configure the link speed, duplex and MTU value for the specified interface.
Store the pre IPv4 address.

Dependency Configurations: IPMI

NTP
The correct time zone in the system time zone directly.
Dependency Configurations: IPMI

SNMP

The SNMP users privilege levels such as ro user and rw user.
No Dependency
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SSH
The public parts of the host keys.
No Dependency

KVM & VMedia

The image name and the remote machine information like IP address, user name,
password, domain name and share type.

No Dependency

Authentication
The radius server IP address, port number, secret, timeout, privilege etc.
No Dependency

To Preserve your changes:

1. Select the required Preserve Configuration items by either selecting the items
individually by ticking the check boxes or by selecting all or none using Check All or
Uncheck All buttons respectively.

Dashboard  FRU Information  Hard Disk Status  Storage Health  Configuration ~ Remote Control | Maintenance | Firmware Update

Preserve Configuration

This page allows you to select the specific configuration items to be preserved in the cases of "Restore Configuration”, and "Firmware Update without Preserve Gonfiguration option'”
Click here to go to Firmware Update o Restore Configuration

Number of Preserved Items: 0

1
2
3
4
5 FRU
6
7
8
9

a
@
<}
Ed

Check All | | Uncheck All | | Save

98



Chapter 4. BMC Configuration Settings

2. Click Save to save the changes.

+"admin (Adminisirator) - Refresh %2 Print * Logout
Dashboard  FRU Information  Hard Disk Status  Storage Health  Configuration  Remote Control ‘Maintenance‘ Firmware Update HELP

Preserve Configuration

This page allows you to select the specific configuration items to be preserved in the cases of "Restore Configuration”, and "Firmware Update without Preserve Configuration option'”

Click here to go to Firmware Update or Restore Configuration
Number of Preserved Items: 0

# 3 Preserve Configuration Item Preserve Status
Authentication )
KVM
SNMP

1 [
2 C
3 C
4 C
5 FRU C
6 C
7 C
8 C
9 C

C

r—
Check All | | Uncheck All || Save | | Reset |

3. The pop up screen "Preserve configuration settings have been saved successfully”
appears. Click OK to complete.

B @EEA

192.168.22.65 B~

Preserve configuration settings have been saved successfully.

+ admin (adninistrotor) C Refresh & Print ~ * Logout
HELP

Dashboard  FRU Information  Hard Disk Status  Storage Health  Configurati|

Preserve Configuration REQUESTING

This page allows you to select the specific configuration items to be preserved in the cases of "Restore Configuration’, and "Firmware Update without Preserve Configuration option”

Click here to go to Firmware Update or Restore Configuration

Number of Preserved Items: 0

# 3 Preserve Configuration ltem Preserve Status
1 Authentication v
2 KVM v
3 SNMP v
4 SEL v
5 FRU v
6 Network v
7 NTP v
8 1PMI v
9 SSH v
10 SDR v

Check All | | Uncheck All | | Save | | Reset
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4.4.7.2 Restore Configuration
This option is used to restore the factory defaults of the device firmware. This section

lists the configuration items that will be preserved during restore factory default
configuration.

NOTE

Please note that after entering restore factory widgets, other web pages and
& ) services will not work. All open widgets will be closed automatically. The
device will reset and reboot within few minutes.

To open Restore Factory Defaults page, click Maintenance > Restore Factory Defaults

from the menu bar. A sample screenshot of Restore Factory Defaults Page is shown
below.

Dashboard  FRU Information  Hard Disk Status  Storage Health  Configuration  Remote Control | Maintenance Firmware Update

Restore Configuration

This page allows you to restore the default c ice. You can select specific configuration
configuration items will be restored to their ds ne are selected, all the configuration items wi

items to be preserved by clicking "Enter Preserve Ce
il be restored to their Gefault values, es:

". Upon "Restore ", the selected items will be preserved while all the other
sentially restoring the device configuration to its factory defauits.

WARNING: Please note that once you ef configurati

idgets, other web pages and services will not work. All open widgets will be closed automatically. The device will reset and reboot within few minutes.

This section lists the configuration items, that will be preserved during restore. Click "Preserve Ct to modify

items.

Data Not Available

Enter Preserve Configuration | | Restore Configuration

To restore your configuration:
1. Click Enter Preserve Configuration to redirect to Preserve Configuration page,

which is used to preserve the particular configuration not to be overwritten by the
default configuration.

Dashboard  FRU Information  Hard Disk Status  Storage Health  Configuration ~ Remote Control  Maintenance Firmware Update

Restore Configuration

items will be preserved while all the other

Data Not Available

Enter Preserve Configuration | | Restore Configuration
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2. Click Restore Configuration to restore the factory defaults of the device firmware.

+ admin (Administralor)  C Refresh & Print ~ # Logout
Dashboard FRU Information Hard Disk Status Storage Health Configuration Remote Control Maintenance Firmware Update HELP

Restore Configuration

This page allows you to restore the default configuration for your device. You can select specific configuration items to be preserved by clicking "Enter Preserve C "' Upon "Rest the selected items will be preserved while all the other
‘configuration items will be restored to their default values. If none are selected, all the configuration items will be restored to their default values, essentially restoring the device conﬁgurallon toits factory defauls,
WARNING: Please note that once you enter restore configuration, widgets, other web pages and services will not work. All open widgets will be closed automatically. The device will reset and reboot within few minutes.
This section lists the configuration items, that will be preserved during restore Click "Preserve C "o modify the p items
# Preserve Configuration ltem reserve Status .\
4 Authentication Preserve
2 KvM Preserve
3 SNMP Preserve
4 SEL Preserve
5 FRU Preserve
6 Network Preserve
7 NTP Preserve
8 1PMI Preserve
9 SSH Preserve
10 SDR Preserve

Enter Preserve C: § | Restore ¢

3. Click OK to confirm.

B @EEA

192.168.22.65 B~

Click OK if you want to continue restoring configurations.
WARNING: Restoring configurations will restart the device.

[ | S admin (xiniistator) - Refresh© print * Logout

HELP

Dashboard  FRU Information  Hard Disk Status  Storage Health

Restore Configuration

This page allows you to restore the default configuration for your device. You can select specific configuration items to be preserved by clicking "Enter Preserve C " Upon "Restore " the selected items will be preserved while all the other
configuration items will be restored to their default values. If none are selected, all the configuration items will be restored to their default values, essentially restoring the device configuration to its factory defaults.

WARNING: Please note that once you enter restore configuration, widgets, other web pages and services will not work.All open widgets will be closed automatically. The device will reset and reboot within few minutes.

This section lists the configuration items, that will be preserved during restore Click "Preserve C to modify the p items
# Preserve Configuration ltem Preserve Status

1 Authentication Preserve
2 KvM Preserve
3 SNMP Preserve
4 SEL Preserve
5 FRU Preserve
6 Network Preserve
7 NTP Preserve
8 PMI Preserve
9 SsH Preserve
10 SDR Preserve

Enter Preserve C Restore C

4. The factory defaults of the device has been reset.

‘admin (Administrator)

Device has been reset

The device has been reset. Please close this browser session and open a new browser session to reconnect to the device

The device may take about a minute to boot up.
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4.5 BMC Firmware Update

4.5.1 Requirement

Browsers: FireFox 24.0 or later version
Chrome 35.0 or later version
I.LE. 7.0 or later version

Linux: Redhat 6.4

If you want to update a new version firmware for BMC, when finished all the update
process, please clear the web browser cookies.

4.5.2 Web update
1. Check if the BMC IP is valid.

2. Open a browser and type in the BMC IP. It will show the BMC web Ul. Type in
the default account or use the administrator privileged account.
Username: admin

Password: admin

Password:

1. Allow popups fromn this site €

2. Alow file devnlaad from this site, cHowte B
3. Enable javaseriptfor this site @

4. Enahble cookies for this site e

Itis recommended notto use Refresh, Back and Forward aptions of the browser.
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3. This is login main page.

Dashboard

Dashboard

FRU Information

Hard Disk Status

Storage Health

Configuration

Remote Control  Firmware Update

Chapter 4. BMC Configuration Settings

Device Information

Dashhoard aives the overall information about the status of the device and remote server.

Sens

or Monitoring

Event Logs

Firmware Revision:  0.8.0 ] Unknown (0.05%)
Firmware Build Time: Oct12 2017 15:35:22 CST Status Sensor Reading [ Free space (@2.95%)
) Fan_1A Mot Available &
Network Information (Edit)
MAC Address:  00:16:82312231 Fan_18 Not Available | A
V4 Network Mode: Static Fan_2a Mat Available 2
IPyd pddress: 1921681111 Fan_28 Not vallable B
V6 Metwark Mode: Disable
Fan_34 Mot Available 2
Remote Control Console not supported Fan_3B Mot Available 5
Fan_dA Mot Available 5
Fan_48 Not Available  ©
Fan_5A Not Aailable
Fan_s8 Mot Available &
Swilch_temp Mot Available &
Ternp Mot Available 2
Temp? Not Available A

4. Click the “Firmware Update” and it will pop a drop-down menu. Click the

“Firmw

Dashboard

Dashboard

FRU Information

are Update.”

Hard Disk Status

Storage Health

Configuration

Remote Control  Firmware Update

Firn

Pro
Dashhoard gives the overall information about ihe status of the device and remote server.
Device Information Sensor Monitering Event Logs
Firmware Revision:  0.6.0 [ Unknown (0.05%)
Firmware Build Time: Oct12 2017 15:35:22 C8T Status Sensor Reading [ Free Space (@9.95%)
. Fan_1a Mot Ayailable &
Network Information (Edit)
MAC Address: 001582312231 Fan_18 Not Avallable | 5
V4 Network Made: Static Fan_2A Mot Available &
1Py4 Add 11681111
e Address Fan_28 Not fuzilable /5
W Netwark Mode: Disable
Fan_3A Not Available &
Remote Contrel Console notsupported Fan_38 Mot Available B
Fan_4A Not Available &
Fan_48 Mot Available 2
Fan_fis Not Available &
Fan_s8 Mot Ayailable &
Gwilch_temp Mot Available
Termpl Mot Available 5
Termp2 Hot Available S
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5. If you need to preserve all the configurations settings during the expander update
process including during the IP address, user account password and ect, click
"Preserve all Configuration" and then click "Enter Update Mode." If you do not need to
preserve all configurations, click "Enter Update Mode" to proceed to the next step.

& admin (Admi P Logout
Dashboard  FRU Information  Hard Disk Status ~ Storage Health  Configuration = Remote Control ~ Maintenance  Firmware Update HELP

Firmware Update

Upgrade firmware of the device. Press "Enter Update Mode™ to put the device in update mode

The protocol information to be used for firmware image transfer during this update is as follows. To configure, choose ‘Protocol Configuration under Firmware Update menu
Protocol Type : HTTP/HTTPs

WARNING: Please note that after entering the update mode, the widgets, other web pages and services will not work. All the open widgets will be automatically closed. If the upgradation s cancelled in the middle of the wizard, the device will be reset

¥ Preserve all Configuration [This will preserve all the configuration settings during the firmware update - irrespective of the individual items marked s preserve/ovenwrite in the table below.

"All configuration tems below will be preserved as default during the restore configuration operation. Click "Enter Preserve Configuration to mody the Preserve status settings.

# 3 Preserve Configuration ltem Preserve Status
atic

verw

Overwrite

Enter Preserve Configuration \ \ Enter Update Mode

6. Click "Ok" to continue update.

Youwill not be able to perform any other tasks until firmware
upgrade is complete. Click Ok if you want to enter the update
mode?

+ admin (adminstrstor)  C Refresh 8 Print* Logout
W HELP

Dashboard  FRU Information  Hard Disk Status  Storage Health  Configurati

Firmware Update

Upgrade firmware of the device. Press "Enter Update Mode” to put the device in update mode.

]
The protocol information to be used for firmware image transfer during this update is as follows. To configure, choose ‘Protocol Configuration' under Firmware Update menu

Protocol Type : HTTPHTTPs

WARNING: Please note that after entering the update mode, the widgets, other web pages and services will not work. Al the open widgets will be automatically closed. If the upgradation is cancelled in the middle of the wizard, the device will be reset

¥ Preserve all Configuration. This will preserve all the configuration settings during the firmware update - iespective of the individual items marked as preserve/overwrite in the table below.
All configuration items below vill be preserved as default during the restore configuration operation. Click "Enter Preserve Configuration” to modify the Preserve status settings

# 3 Preserve Configuration ltem Preserve Status
ov

Over

te

Overwiite
Overwiite
Overwiite

Overwiite

Overwiite

Overwiite

Overwiite

Overwiite

Enter Preserve Configuration | | Enter Update Mode
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7. Wait few minutes and it will pop a window. Click the “Select file” to upload firmware
file that you want update.

Firmware Update

Upgrade firmiware of the device. Press "Enter Update Mode® to putthe device in update mode

The protocol infarmation to be used for firmware image transfer during this update is as follows. To configure, choose Protocol Configuration’ under Firmware Update menu,
Protocol Type - HTTRMHTTPs

WARNING: Please note that after entering the update mode, the widgets, ather web pages and setvices will notwork. Al the open widgets will be automatically closed. Ifthe upgradation is cancelled in the middle of the wizard, the device will he
reset
& Closing all active client requests.
2 Preparing device for firmware upgrade.
O Uploading firmware image. &
B Verifying firmware image.

O Flashing firmware image.
@ Resetting Device.

8. Wait a minutes and it will pop a window for check update section. Check the
“Check this option to do all full firmware flash” option.

& admin

Firmware Update

Upgrade firmware of the device. Press "Enter Update Mode" to put the device in update mode.

The pratocol information to be used for firmare image ranster during this update s as follows. T configure, thoose Protocol Configuration’ under Firrmware Update menu
Protocol Type : HTTPHTTPs

WARNING: Flease note that after entering the update mode, the widgets, other web pages and services will notwork All the open widgets will be automatically closed. Ifthe upgradation is cancelled in the middle of the wizard, the device will be
reset
2 Closing all active client requests.
2 Preparing device for firmware upgrade.
& Uploading firmware image.
O Verifying firmware image. @

O Flashing firmware image.
O Resetting Device.
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9. Click “OK” and the firmware will start the update process.

192.168.88,111 FUHEEEET

Clicking 0K will stortthe setusl up grade operstion, where the
shorage is wiitten with the new fimmwere mage. 1t is essertil that the
perade opemtion is not iterrpted anse it starts Do you wish o

proceed?

Firmware Update

Upgrade firmiware of the deviee. Press "Enter Update Mode® to putthe device in update mode

The pratocol information to be used for firmware image transfer during this update is as follows. Ta configure, choose Protocol Configuration’ under Fimware Update menu
Protocol Type : HTTPHTTPS

WAR[NING: Flease note that after entering the update mode, the widgets, other web pages and services will notwork. All the open widgets will be automatically closed. If the upgradation is cancelled in the middle of the wizard, the device will be
resel
& Closing all active client requests.
[ Preparing device for firmware upgrade.
@ Uploading firmware image.
O Verifying firmware image.
O Flashing firmware image.
O Resetting Device.

10. In the update process, it will take 3~5 minutes.

NOTE

- | Please do not close this web page! Closing the web page may cause firmware to

crash.

Firmware Update

Upgrade firmiware of the deviee. Press "Enter Update Mode” to put the device in update mode

The protocol infarmation to be used for firmware image transfer during this update is as follows. To configure, choose Frotocol Configuration’ under Firmware Update menu
Protocol Type : HTTPHTTPS

wﬂRtNING: Please note that after entering the update mode, the widgets, other weh pages and semvices will notwark. All the open widgets will be automatically cloged. Ifthe ungradation is cancelled in the middle of the wizard, the device will be
resel

& Closing all active client requests.

& Preparing device for firmware upgrade.

2 Uploading firmware image.

2 Verifying firmware image.

O Flashing firmware image. (50% done ) &

@ Resetting Device.
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11. When “Device has been reset” window appears, it means the firmware
update is successful. Wait 90 seconds for the BMC to restart.

Upgrade firmware of the device. Press "Enter Update Mode" to put the device in update mode.

The pratac ol informati
Protocol Type - 17| Device has been reset

The device has heen reset. Please close this browser session and open a new browser session to reconnect to the device.
WARNING: Please note ft

F wizard, the device will be
reset The device may fake about a minute to hoot up.

Closing all active client requests.
Preparing device for firmware upgrade.
Uploading firmware image.

Verifying firmware image.

Flashing firmware image. (100% done)
Resetting Device.
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4.5.3 Image Transfer Protocol

« admin {Administrator) C Refresh 2 Print Logout
Dashboard  FRU Information  Hard Disk Status  Storage Health  Configuration  Remote Control | Firmware Update HELP

Image Transfer Protocol

The following option allows you to configure firmare image pratocel infarmation.

Protocal Type
Server Address O
Retry Count [

This page is used to configure the firmware image protocol information.
ACTIONS

Protocol Type
Protocol to be used to transfer the firmware image into the BMC.

Server Address

Address of the server where the firmware image is stored.

IP Address made of 4 numbers separated by dots as in "XXX.XXX.XXX.XXx".
Each number ranges from 0 to 255.

First number must not be 0.

Source Path
Full Source path (including image filename) to its location on server.

Retry Count
Number of times to be retried in case a transfer failure occurs. Retry count ranges from
0 to 255.

Save
Click 'Save' to save the configured settings.

Reset
Click 'Reset' to reset the modified changes.

108



Chapter 4. BMC Configuration Settings

4.6 Expander Firmware/MFG Update

,D For systems with dual expander modules, please repeat the following steps
below to successfully operate both primary and secondary expander.

NOTE
,D Support browser:

Chrome withlincognito mode.[[{

1. Click Firmware Update > Expander Firmware Update in your BMC menu bar.

Refresh %2 Print Logout
| Dashboard ‘ FRU Information  Hard Disk Status  Storage Health  Configuration Remote Control  Maintenance  Firmware Update HELP
Firmware Update -
Dashboard Expander Firmware Update
Dashboard gives the overall information about the status of the device and remote server. Protocol Configuration
Device Information Sensor Menitoring EventLogs
Firmware Revision:  2.0.6 [IPsU2_Status (0.475%)
Firmware Build Time: Cct 2 2018 16:40:53 CST Status Sensor Reading EFarLU (0.44%)
Fan_Hub 2 (0.44%)
N -~ @® Fan_Hub1 G700RPM O [ Fan_Hub 1 (0.44%)
Network Information (Edit) [ PsU1_Status (0 15%)
MAC Address. 00:15:B2LANFATS @  Fan_Hup2 TIDORPM O [ 12v_2 025%)
V4 Network Mode: Static e Fno S000RPM O = g
P4 Address: 192,168 11.11 M Fan_13 (0 22%)
V& Network Mode: DHGP @ Fant 4400REM R = Fan_12 (0.45%)
Fan_11(2.11%)
1PVG Address @ Fan2 AG00RPM R WFen 10w i1%)
| EEICRIES)
Remote Control Cansole not supported & Fan3 4400RPM 0 = Fan_5(2.11%)
an_7 (0.14%)
® Fan_4 ATOORPM O B Fan_6022%)
WFan s022%)
® Fanss 4200RPM R W o 0 16%)
Fan 6 5000 RPM Wren_3022%)
b ant L Wren_z@is%)
@® Fan? 2400RPM 0 [ Fan_1 0oz%)
B unknewn (0.08%)
® Fan8 4T00RPM R O 12v_1 ©38%)
[ Psui_Fan 0.22%)
® Fan® 4300RPM P [ Free Space (34.33%)
[ ] Fan_10 ATOORPM O
@& Fan1 4200REM D

2. Under "Select the expander,' choose an expander and click Start update.

¥ Print Logout
Dashboard  FRU Information  Hard Disk Status ~ Storage Health  Configuration ~ Remote Control | Firmware Update HELP

Expander select

Press the button to start update expaner.

Select the expander.| expander_Hub_fw3A48_mig3Add M

expander_Hub_fw3A48_mifg3A48
expander_Edge_0_fw3A49_mfg3A4s
expander Edge_1_fwIA49_mig3Ad49 Start update

expander_Edge_3_fw3A50_mfg3A50
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Edge 0, Edge 1, Edge 2, Edge 3 Top View Location
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3. Click Choose File.

Expander Update

Upgrade Expander of the device.
@m&: Please note that after entaring the update mode. the widgats. oMer web pages and services will not work Al the opan widgets wil ba automatically closed. If the upgradation IS canceliad in the midale of the wizard. naed to rakoad this wat
¥ Closing all active client requests.
& Preparing device for Expander upgrade.
] Uploading Expander image. %
] Verifying Expander image.
@ Flashing Expander image.
B Update finished.

4. Select your expander image and click Open.

@ * - 1 L = 4U78 » 4UT08.SE 30-BAY EDGE @ | WS 4U108_SE 30-BAVEDGE P

saEE~  SERSR = @ @
Expander Update o o e ==
& _:i | fwdAd0 v1.124053 2020/213 TF O S3IEE
Apgracte Expender of e dewee. = | mfg3A49.0 4U78 4U108 v1.49.051 bin  2020/2/13 T 0.. EHNEE
WARNING: Pigase note that after antering the update n| ﬁ z: is cancalied in the middie of the wizard, need to relcad this web
page.
e EE
Closing all active client re f :

& Preparing device for Expa| @, osic

B Uploading Expander imagf| e D=

] Verifying Expander image B Install Ubnntu F

@ Flashing Expander image | s public (W192.16

@ Update finished. N v

BEZRN: f3Ad0. 124053 v [re——

|T\!
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4. Click Upload.

Chapter 4. BMC Configuration Settings

Expander Update

Upgrade Expander of the device.

¥ Closing all active client requests. Upload Ex

WARNING: Piease note that after entering the upcate mode, the wiggets, oner web pages and services will not work. Al Ine cpen widgets wil be
page.

In the middie of the wizard. need to reioad this weo

d Image

closed. It the

# Preparing device for Expander upgrade.

Please select the
[ Uploading Expander image.

Please se expander firmware file to flash
EERE ‘M'_w 12.50.54

O Verifying
B Fiashin
B update fin

CXpander image

naer image

hed

| Upload

| Cancel |

7 NOTE

expander image or press Cancel.

If an error message appears after you clicked upload, please reselect an

192.168.11.11 R

Please enter a valid image file

Expander Update

Upgrade Expander of the device.

closed. If the is cancelied in the middie of the wizard, need to reload this wab.

B Flashing Expander image

B Update finished

WARNING: Piease note that after entering the update maode, the widgels, sther web pages and services will not work. Al the op gets will be
page.
@ Closing all active client requests. Upload Expend Image
& Preparing device for Expander upgrade. :
PEE—ERCt the expander firmware file o flash
(] Uploading Expander image. © srEg e | waAde v1.12.49.53
B Verifying ander image |

| Upload Jl| Cancel
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5. Under "File Updated,’ click Proceed.

+ admin (A

Expander Update

Upgrade Expandar of tha device.
WARNING: Fiease note Inal after enlering he updsle mods, the widgsts, other web pages and servicss will not work All the cpen widgets wil be automatically closed | the upgradation is cancelied in the middie of the wizard, nesd to reioad this web
page

# Closing all active client requests.

& Preparing device for Expander upgrade.
@ Uploading Expander image. < :
B Verifying Expander image | Proceed |l Cancel |
B Flashing Expander image.
B Update finished

6. Wait a few seconds for the system to confirm that expander image upload is
complete.

Expander Update

Upgrade Expander of the device.
WARNING: Plaase nots that after entering the update mode, the widgets, other web pages and services will not work. All the open widgets wil be automatically ciosed. I the upgradation is cancelled in tne middie of the wizard, need to reload this wab

page.
@ Closing all active client requests.
@ Preparing device for Expander upgrade.
@ Uploading Expander image.
¥ Verifying Expander image.
B Fiashing Expander image. (3%) <
O Update finished
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NOTE
D For steps 7 and 8, do not wait for more than 5 minutes to process. After 5
minutes, the system will fail to update the expander.

7. The screen automatically jumps to Expander MFG Update page after FW expander
image has been updated. Under "Upload Expander image," select a MFG image and
click Upload.

Expander MFG Update

Upgrade Expander MFG of the device.

WARNING: Fiease nots that after entefing the update mode, the widgets. oher web pages and services will not work_ All the open widgets wil be ciosed. It = midaie of the wizard. need to rakvad this wab
page

# Closing all active client requests. Upload Expend Image

& Preparing device for Expander upgrade.

@) Please seldtt the expander firmware file to flash
ile. & | EEex s

—

Upload I| Cancel |

8. Under "File Updated," click Proceed to continue.

Expander MFG Update

Upgrade Expander MFG of ihe device.
WARNING: Please note that after entering the update mode, the widgets, ofher web pages and services will not work All the open widgets will be automatically closed. If the upgradation is cancelied in the middie of the wizard. need to reload this wab

page
¥ Closing all active client requests. File Updated
& Preparing device for Expander upgrade.
& Uploading Expander MFG file. &
B Verifyi
B Flashir
@ upd

Press the Proceed button to flash expander firmware.

Proceed || Cancel

FG file
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-1 NOTE

If an error message appears after you clicked upload, please reselect an
expander image or press Cancel.

192.168.11.11 EE R

Please enter a valid image file

Expander MFG Update

Upgrade Expander MFG of ihe device.
WARNING: Fleasa nota that after entaring the update mode, the viagets, ofer web pages and services will not work. All the open widgets will e automatically closed. If the upgradation is cancatiad In the middie of the wizard. need 1o reload this web.

page
# Closing all active client requests.

& Preparing device for Expander upgrade.
(] Uploading Expander MFG file. &

B Verifying Expander MFG
B Flashing Expander MF
B Update finished

| Upload || Cancel

9. Wait a few seconds for the system to confirm that Flashing MGF Image is complete.

Expander MFG Update

Upgrade Expander MFG of the device.

WARNING: Ploace note Ihat after entering the update mode, the widgets, other web pages and services will not work_ All the open widgets wil be automatically closed. If the upgradation is cancelied in the middie of the wizard. need to reload this web
page.

& Closing all active client requests.

& Preparing device for Expander upgrade.
@ Uploading Expander MFG file.

4 Verifying Expander MFG file.

ing Ema_ncer MFG file
B Update finished
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10. The message "Expander has been updated" appears.

Expander has been update

Do the power cycle for get new expander version

Tha axpander has been update. Please close this browser ses:

:sion and open 3 new browser seseion to raconnect 10 tha device.

11. Close the browser page and power cycle the system to complete update.
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AIC

WWW.aICIpC.Ccom

Taiwan, Global Headquarters

Address: No. 152, Section 4,
Linghang N. Rd, Dayuan District,
Taoyuan City 337, Taiwan

Tel: +886-3-433-9188

Fax: +886-3-287-1818

Sales Email: sales@aicipc.com.tw
Support Email: support@aicipc.com

Shanghai, China

Address: Room 215, Building 4, No.471
Guiping Road, Xuhui District, Shanghai City,
200233 China

Tel: +86-21-54961421

Sales Email: sales@aicipc.com.cn

Support Email: support@aicipc.com

Moscow, Russia

Address: No.500, 5th Floor, 5th Entrance,
32A, Khoroshevskoye Shosse, Moscow,
123007

Tel: +7-4997019998

Sales Email: support-ru@aicipc.com.tw
Support Email: rma.russia@aicipc.com.tw

North California, United States

Address: 48531 Warm Springs
Boulvard Suite 404 Fremont, CA
94539, United States

Tel: +1-510-573-6730

Sales Email: sales@aicipc.com
Support Email: support@aicipc.com

South California, United States

Address: 21808 Garcia Lane

City of Industry, CA 91789,

United States

Toll free: + 1-866-800-0056

Tel: +1-909-895-8989

Fax: +1-909-895-8999

Sales Email: sales@aicipc.com
Support Email: support@aicipc.com

New Jersey, United States

Address: 322 Route 46 West Suite 100
Parsippany, NJ 07054 United States
Tel: +1-973-884-8886

Fax: +1-973-884-4794

Sales Email: sales@aicipc.com
Support Email: support@aicipc.com

Houten, The Netherlands

Address: Peppelkade 58, 3992AK, Houten,
The Netherlands

Tel: +31-30-6386789

Fax: +31-30-6360638

Sales Email: sales@aicipc.nl

Support Email: support@aicipc.com
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